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Introduction

TDH — The Valuelabs Test Data Hub (TDH) is a web-based platform which provides test data creation and
management solutions for modern development and testing teams. The objective of TDH is to automate
test data creation so testers have readily available production-quality test data in desired frequencies

and volumes. TDH also supports IRl Voracity test data creation (data masking, subsetting and synthesis).

How TDH addresses key pain points for businesses ?

* Provisions the need for complex test data, espeacislly for * Accomplishes the need for newer types of data in different
Agile and DevOps software development environments formats, for different teams who have 2 mandate to keep
with shorter delivery cycles test cycle times in check

Helps teams with high-volume and high-velocity dats that @
needs to be created from scratch, especdially for teams \ * Conforms to data security messures
working on Digital and Front-end applications

* Helps teams to overcome challenges in managing test data
and becomes instrumental im planning future test data
generation requirements

Satisfies test data needs when there is & key pre-requisite
that the data needs to be fresh £+

IRI — |RI Voracity platform targets are now among the data sources built into TDH to provision test data.
Voracity-included IRI FieldShield (or DarkShield) data masking, DB subsetting, or IRl RowGen smart data
synthesis jobs are designed and run in the IRl Workbench (Eclipse) IDE, or in some cases in TDH directly.

IRl Data Manager Suite
@ IRl CoSort

IRI Data Protector Suite
C IRI FieldShield

Sort, Transform & Report PIl/ PHI Classification & Masking

Speed or replace legacy sorts, and batch/ETL/SQL transforms Comply with privacy laws, nullify breaches, and govern data

» Filter, sort, join, aggregate, pivot, cleanse, lookup, calc, etc.
+ Map, migrate, federate, and replicate data from 150 sources
e Segment data, capture changes, report details / summaries
« Analyze changing dimensions, support complex transforms

O RAT  aaae

Speed RDBMS unloads for archival, migration, reorg, and ETL
« Extract tables to flat files in parallel using SQL queries

« Convert and re-format to change data types and layouts
» Create the data definitions for IRI software and DB loads
« Pipe to CoSort and DB loaders for faster reorg and ETL

» Search, profile, and classify sensitive data in DBs and files

+ Encrypt, hash, redact, pseudonymize, randomize, tokenize

e Apply cross-table rules to save time and referential integrity
» Score re-1D risk and audit your jobs to verify compliance

@ IRI CellShield

Pl / PHI Search & Mask in Excel

Profile and de-identify PAN/PHI/PIl in Excel spreadsheets

« Define or re-use patterns to search for sensitive data
e Locate, report, and open all found ranges in the LAN

o Click to encrypt, mask, or pseudonymize data directly
» Auto-log protections to verify privacy law compliance

| Ty (5 IRI DarkShield

Data, File & Database Migration Unstructured Data Search & Security

@ IRI NextForm _ s

Unlock data and move between apps, DBs, and platforms Consolidate tools and tasks to process, protect, prototype, present Discover, deliver, and delete sensitive information everywhere

e Convert, federate, remap, and replicate legacy data o Discover, define, and manage datain legacy and new sources e Classify Pll and search LAN-wide using different methods

o Migrate data between databases and create new tables o Combine data integration, migration, governance, and analytics # Simultaneously de-identify, remove, or report those values
o Change file formats, data types, and endian conditions # Exploit CoSort and Hadoop engines for optimum throughput « Comply with the right to erasure, portability, or rectification
 Find, extract, and structure data in unstructured sources o Leverage Eclipse familiarity, functionality, and extensibility * Query, analyze, and format job results for audit and display

, &
73 IRIRowGen / O IR] . IRI DMaaS
Smart Test Data Generation ,. Data Maskingas a Service

Total Data Management

Prototype DBs and ETL, stress-test, outsource, benchmark Leverage expert data privacy engineers to find and mask PIl

o Use real data models and formats, not production data - € ‘2820 "”"‘z“”l”: “r’“'g“’;g:'”:"}“f“?f‘;:m}“{ ’C”“é"” R"'”;"“:';’;C’ ved e Avoid learning curves, software expenses and staff diversion

o Combine generation and selection, create new formats e e e e D O » Reduce risk by agreement, monitored VPN, or secure cloud
e - il trademarks or registered trademarks of IRI. FACT is a trademark of DataStreams N ) _ 5

s Preserve referential integrity and frequency distributions Corp. All other product, brand, or company names may be (registered) trademarks of  Use operational logs for reporting and compliance audits

o Feed test DBs, files, and custom reports simultaneously their respective holders. » Select from competitive hourly, daily or project rates

Valuelabs and IRI have come together to provide a comprehensive and affordable Test Data Generation
and Management solution that supports existing and new test data management strategies through a
simple and clean web-based solution with an intuitive Ul/self-service portal for on-demand test data.
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https://www.valuelabs.com/services/product-development/assurance-engineering/
https://www.iri.com/products/voracity
https://www.iri.com/products/fieldshield
https://www.iri.com/products/darkshield
https://www.iri.com/solutions/data-masking
https://www.iri.com/solutions/test-data/db-subsetting
https://www.iri.com/products/rowgen
https://www.iri.com/solutions/test-data
https://www.iri.com/solutions/test-data
https://www.iri.com/products/workbench

Solution Architecture

TDH provides a SSO cloud portal for administrators (managers) to configure test sets, and for testers to
request and access that data on-demand. TDH uses a micro services- based architecture to speed job
setup and performance, simplify deployment and troubleshooting, and update independent services.

IRl Voracity is a data management platform that runs on-premise or in the cloud through an executable

that parses component-product-specific job scripts to mask, subset, and synthesize (plus integrate,

migrate, cleanse and/or report) on structured data. A free Eclipse front-end IDE called IRl Workbench

supports graphical job design, debugging, scheduling, and sharing. Multiple APIs are also available.

TDH has built a micro service integration with IRI Voracity data masking (IRl FieldShield), DB subsetting,
and test data synthesis (IRl RowGen) operations. The IRl services which produce these different forms of

test data results are in-turn seamlessly configurable and managed as user-required TDH services.

9 \auelabs TEH

Place the Data Set IDs onto the queue so that a microservice can pick up the Data Set IDs for generating the test data and make it available to the Testers

TEST DATA HUB

TDH Portal

Setup a Project TOH APT

Create a Project

Create Data Set

Admin Creation of o

Data Set A

Login| T
Create Tasks A Data Set Execution__|

Creation of
Workilows
Creation of Tat
Preview Result
Set
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Create Workflow
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Each microservice is designated with each Data Set. These microservices

keep growing as new features evolve. Once a message is placed in the
queue, a cormesponding listener will invoke its microservice. These
microservices can generate more than 10 million rows of test data

Generdtes and stores
helResult Sets

Microservices

Synthetic Data Set

. Functional Data Set
odeJs]

API Data Set

‘Web Bot

Data Set [

-

Protractor ==
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Integration with
IRI Voracity, IRI
RowGen, IRI
FieldShield, efc.

Database Data Set

Cloud Services (Kafka
53, eic) Data Set

Workflow Data Set
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. Snowflake Data Set

=

Scenarios for
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Schedulers

)

Notify the Admin once the job is completed

Notify the Admin once the job is completed

IRl Voracity

An Insatiable Appetite for Data

T

TEST DATA HUB

TDH DB

% Login
—

Gets the Result
Sets of the Data
Sets that had been|
configured

Tester

"ValueLa bs
T

TEST DATA HUB

IRI Voracity

An Insatiable Appetite for Data

Displays the Result Sets onfo
ine Grid based on the Data Sel
that is selected

Tester will have ability to slice

and dice the data

Tesler also can lock a Resulls
Set 50 it will not be shared with
other Testers

Data SetID

Automation Scripts call AP
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TDH User Roles

TDH user management allows administrators to manage user access to various platform features. In the
user management portal, an admin can affect controls like create, view, edit, delete, and enable or
disable user accounts. The below diagram shows basic roles within TDH and a snapshot of user journeys:

Support
Engineer

* Setup prOject_ = User Activity = Activate and deactivate « Self-service portal (S5P)
* Dataset creation « Favorites users « Faster issue resolution
¥ Database and API + View dataset +  Add user + Easy to track
¥ SYNTHETIC Raise ticket for issues + Delete user + Gathers accurate
¥ WORKFLOW Data slicing and dicing + Unblock user information
j r:f\?oBrS;ty . Dminlgfcilas . Us?r Rgle mana_gement = Easy to communicate
/ SNOWFLAKEKaka/s3 v csv | e e ety
Data Masking ¥ 150N
Scheduling Test Data Gen ¥" IRl supported formats
Data Fallback/Backup recovery + Coach Marks / Assistant BOT

Coach Marks / Assistant BOT

—

TDH — USER JOURNEY

Project Set Up

TDH is architected to be highly configurable; through an intuitive Ul one can quickly set up projects and
configure necessary test data sets. Several database drivers are also pre-configured in TDH to save time:

=4

Search Q Setup Project
Domain Name Project Name
WORKFLOW
Database Details
VL Features ~ ¢ Database Client ———————
MySQL Database Name
Databases ~
Postgres
Configure New Database MS SQL Server ﬂ
db_airlines Flat File
MongoDB
Datasets v

Demo As
Powered by ValueLabs.Copyright © 2021. All rights reserved

TDH also connects with different cloud services and enables scalability and business continuity. The
following cloud services are pre-configured in TDH. IRI jobs also sources and target data in cloud
databases, S3 buckets, Kafka and MQTT queues, pipes, custom procedures, and many file formats.

T4 CIRI
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Configure Dataset

Search
SETUP PROJECT ; -
WORKFLOW WORKFLOW
WEB BOT
VL Features ~
Cloud
KAFKA
Demo -~
KINESIS
Databases v 3
SNOWFLAKE
Datasets A

Note: Both TDH and IRI are architected to be highly configurable, so that other databases and cloud
services can also be configured through custom configuration or development.

Configuring Test Sets (Datasets)

TDH users can configure datasets from multiple sources to provide test data that meets their
requirements. Test sets can be sourced from: a database (with or without IRI FieldShield masking), AP/
call, synthetic files or tables (via IRl RowGen jobs), a web bot; and, more complex workflows involving
TDH and/or Voracity (i.e., multi-table DB subsetting, FieldShield, or RowGen batch scripts) job steps.

o

Welcome admin @

Configure Dataset
Search

SETUP PROJECT I -

WORKFLOW

General

DATABASE
VL Features
AP

SYNTHETIC
Demo o]
WORKFLOW

Databases WEB BOT

Cloud

Datasets ~

Bot Data

CIRI
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Configuring Datasets Using IRl Voracity Job Types

Browse IRl Job - Generates test data by uploading an existing IRl Voracity RowGen ‘.rcl’ or FieldShield
“fcl’ file, which is usually created in the IRl Workbench IDE or via alternative editor or IRl API call.

IRI Job Snippet - Enables the user to copy and paste “.rcl’ or “scl’ code to generate relevant test data.

IRI Voracity = Dataset Name *

r Job Type

Browse IRI Job - (Upload .rcl or .scl file created/used in IRI Voracity)

IRI Job Snippet - (Copy paste .rcl or scl code created/used in IRI Voracity)

IRI Batch Job - (Batch job created in IRI Voracity zip and upload to generate automatic workflow)
IRl RowGen - (Populate volumes of structurally and referentially correct test data)

IRI FieldShield - (Classify PIl centrally, find it globally, and mask it automatically)

IRI Batch Job - IRI Voracity batch jobs can be zipped and uploaded, to generate an automatic workflow of
multi-table or multi-file FieldShield data masking jobs, DB subsetting (with or without masking) jobs, or
RowGen data synthesis . and population jobs.

IRI RowGen - Rules for single-source RowGen (data synthesis) jobs are configured directly in TDH here.

IRI FieldShield - Rules for single-source FieldShield (data masking) jobs are configured in TDH here.

Jul
u“...* v((: . IR’ 3 Welcome reddy @
H

Configure Dataset

Dataset Name*

IRI Voracity h user detailes
Job Type
IRI FieldShield - Classify Pll centrally, find {and report on it), and mask it automatically and consistently (deterministically) k.
o InFile @
Process * Input Name Number Of Result Sets*
Random > user_data 100000
Field Name Type Length Separator Set Rules Actions
Creditcard DIGIT - 20 Space ~ None ~ Credit Card
cw DIGIT v 3 Space v None + Hashing ! 0 °

T

TEST DATA HUB
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Configuring Datasets Using a Database

Enables users to select a database from available databases and provides a provision to write SQL
queries or stored procedures to SELECT specific sets of data for testing. This can of course also include
data in tables that IRI processes have previously masked, subsetted, or generated.

Configure Dataset

search <
Available Databases Reference Tables
SETUP PROJECT - . -
DATABASE - db_sdc profiles_user
WORKFLOW
Dataset Name Number Of Result Sets
CAEm . Profile users 10000
Enter Query *
Demo. ~ select * from proffiles_user
p
Databases N @ e query should be from available Reference Tables above.
[ Do you want Locking and Unlocking Mechanism on this dataset resultset?
Datasets ~
— IS

Configure New Dataset

Bot Data

Database Masking

To de-identify or anonymize sensitive product data for test purposes, and to comply with data privacy
laws, TDH-IRI users can decide which fields need to be protected and how.

IRI FieldShield users in IRl Workbench classify Pll centrally, find it globally, and mask it automatically and
consistently to preserve realism and referential integrity. Encryption, pseudonymization, redaction, and
other functions are available and saved as rules to apply in both production and test environments. TDH
users can browse, modify, and run these Workbench-created (typically multi-table batch) jobs.

TDH also provides a simple and intuitive user interface for configuring single-source FieldShield data
masking jobs on-demand, directly from the portal:

Available columns for masking

password firstName lastName [] countryCode (] primaryEmail status [
Executable Result Preview:
password firstName lastName countryCode primaryEmail status g
B Wit**an Herman SUCCESS g
P sp*ka Pfeffer LC SUCCESS
SERON Ci*==on Cassin oM SUCCESS
Gty Mi**er Blick FR SUCCESS
hi 2 r Tor A
Lina PR
Gr*am KP

T

TEST DATA HUB
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https://www.iri.com/products/fieldshield
https://www.iri.com/blog/data-transformation2/classify-mask-pii-in-databases-with-fieldshield/

Configuring Datasets Using an API Source

TDH users can also build test data sets from their own, or third-party, applications through an API call. To
use this feature, they select the required API type from the drop-down menu, and enter the relevant
details to establish the connection and fetch the relevant test data from the API.

These API source controls allow users to submit a refresh of a dataset (PUT), update the status of a
currently refreshing dataset (POST), view the history of a dataset, or DELETE the dataset. TDH also
supports other (own/third-party) APl scenarios via an APl end-point and its details.

Finally, the API dataset can also be used for API testing to validate the functionality, reliability,
performance, and security of the programming interfaces (API) themselves.

Search

SETUP PROJECT

WORKFLOW

VL Features

Demo

Databases

Datasets

Bot Data

me admin @

Configure Dataset

r Type Of API* ——

Ll © GET
Dataset Name* POST

= o
URL DELETE
http:/fjsonplaceholder.typicode.com/users
Filter String

D Do you want Locking and Unlocking Mechanism on this dataset resultset?

Scheduler: OFF

Configuring Datasets Using Synthetic Data

Test data is artificially created rather than being generated by actual events. TDH uses IRl RowGen to
create rich synthetic data from scratch, reducing the need to use production data in testing.

Search

SETUP PROJECT

WORKFLOW

VL Features

Demo

Databases

Datasets

Configure Dataset

Dataset Name

Bot Data
snowflake - Customer

SYNTHETIC

Number Of Result Sets

100000

Field Name

First Name

Field Name

Last Name

Field Name

E Mail

Type
ALPHA

Type
ALPHA

Type

ALPHA_D.

User-Emails

Type of Process

Random

Length
h 40

Length
< 40

Length

e 30

Set

firstNa.. ¥

Set
lastNa v

Set

email

D Do you want Locking and Unlocking Mechanism on this dataset resultset?

CIRI

Total Data Management
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Configuring Datasets Using Workflows
This feature mimics user business processes and logic in configuring custom workflows that generate
relevant test data. Using the task builder can save roughly 40% of the effort involved in every sprint.

For example, to stress-test user login functionality for a website, a QA or software engineer can use the
Workflow feature in TDH to eliminate the manual work of creating user login details every time. That
tester can reflect the necessary business logic to accomplish that in four TDH Workflow tasks like these:

Task 1 - Create bulk users using the default synthetic task option;
Task 2 - Generate a token against each user to validate user details by using API task option;

Task 3 - Send the user details along with token to the Register API, which handles validation of the user
details and token; and,

Task 4 - Once the user details are passed into the Register API (Task 3), they are saved in a database
where the user registration can be validated through a written functional task option.

me admin @

Configure Dataset
Search

Workflow

SETUP PROJECT WORKFLOW v User login info h
fYORKEECW Sequence of Steps
VL Features - ‘ Customer reg details ‘
Demo ~
Token Generate
Databases v \l/
‘ Status of Registration ‘
Datasets &
‘ Save user login info ‘
Bot Data Dataset Name Number Of Sets

snowflake - Customer
Products Bot

Legin-Data 10

Configuring Datasets Using a Web Bot

TDH also provides an Al-enabled bot that can scan any website and retrieve necessary field information.
This accelerates the test data generation process by removing manual intervention in creating test data.

For example, an e-commerce application developer may need test data with relevant attributes that
already exist on other e-commerce web sites, say for a project involving sales data analytics to help the
company understand competing product offerings. The built-in web bot feature in TDH can be configured
to automatically extract (scrape) feature and price attributes from product information on other sites
and populate new test sets with that data. Testers no longer need scour and rebuild such data by hand.

CIRI

Total Data Management
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Dataset Name: Web Bot test
Search

SETUP PROJECT
WEB BOT -

WORKFLOW

GIFTS

X v
VL Features

Number Of Result Sets

Databases v 1

Dataset Name

Web Bot test

NEW ARRIVALS

X v

|:| Do you want Locking and Unlocking Mechanism on this dataset resultset?

Datasets

’web I Scheduler: OFF

Configure New Dataset

test-web
web bot 1
WebbtSHF

Data & Database Subsetting

features/login.feature x

X v

Fetch Data

Another way the TDH-IRI solution provides users faster, on-demand access to test data is through valid
subsets of relational database tables or flat files. The TDH process shown below is one way to do this:

Search Q Setup Project [+]
Domain Name Project Name
EaUbilEn E Commerce o Demo
WORKFLOW
Database Details
Demo ~ Database Client Database Name DE Host Address
Postgres - db_sdc 10.10.53.130
Databases a3
DB User Neme DB Passward DB Port
Configure New Database 5432
Fetch Tables
Datasets ~
Available tables for the requested database.Please select tables to import into TDH database
Table Name select Edit 8]
0 =
api_users 4 3
5
= 2
TEmETE y
cases_patient 7’
commerce_order O 7

Another way is via the IRI process described here, and shown in the IRl Workbench diagram below,

& saved-eample 52

ArFiv S| Orwrlws B8 a e vmE| e

saved-example

p N saved-example_scriptd.sd
[ stamt }— @™

( isableftelat
i edFiCsql W»T

SCOTE. msmv_mu*

saved-example_scriptt.scl

SO ERSE!

OTT.DEPT_DIM|

saved-example_script2.scl

saved-example_script3.sd

SCOTT.SUl

SCOTJ.EMP_DIM

OTT.SUB_EMP_DIM

saved-example_scriptd.scl
SCOTT.SUB_SALE_DIM| SCO

SCOTLEMP_SALARY_RANGE_DIM

J TT.PROJECT_DIM|

saved-example_scipt.scl

q EEnﬂlldlehl

edFKsql

which TDH can also invoke as a batch process once built. Either method simply and efficiently extracts
small, referentially correct test sets, removing the dependencies on DBAs and experts to provision them.

T
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https://www.iri.com/blog/vldb-operations/iris-new-database-subsetting-wizard/

Job Scheduling

TDH automation functionality works 24/7 behind the scenes to ensure that test data is generated in
desired volumes and frequencies. It also helps testing teams plan and manage current and future test

data generation requirements.

SYNTHETIC
WORKFLOW
Humber Of Result Sets*
VL Features € 3
Databases -
Field Mame*
fname
Datasets ()
Field Name *
i Iname
Configure New Dataset
sm edit Field Marme*
phone

syn save edit

Type of Process *

Type*
ALPHA

Type*
ALPHA

Type*
ALPHA

Random

Length *
5

Length *
2

Length *
3

Set*
firstNa.. ~

Set*
lastMa.. ¥

phone.

@ scheduler: ON

Frequency *
Daily

Frequency
Daily

(® overwrite data with the existing result set () Append data to an existing result set

Tirne *
14:47

Tirmne =
2347

o

® L+ e

Lock & Unlock

TDH gives every tester the ability to lock unique records, preventing others from using the same dataset:

SYNTHETIC
WORKFLOW
Mumber Of Result Sets*
VL Features = 3
Databases w
Field Mamne *
frame
Datasets =
Field Name *
| - Iname
Configure New Dataset
syn edit Field Narme *
phone

Type*
ALPHA

Type*
ALPHA

Type*
ALPHA

syn save edit

Type of Drocass

Random
Length*
i ]
Length*
- ]
Length*
= 5

Set
firstha

Set*

lastNa..

set
phone.

Do you want Locking and Unlecking Mechanism on this dataset resultset?

T

TEST DATA HUB

O
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O L+] e
Lock, Un Lock
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Notification Service

TDH has a strong notification engine to help users stay on top of their test data generation activities, and
to improve communication between TDH users. This service helps users define and track their progress,
and prompts them in timely fashion so that they can better manage their work:

= VN

Search Q Setup Project

Deerain Mame

WORKFLOW

Your preview data for dataset : API S

Project Mame
Your preview data for dataset : API 5

WebBat WebBot, bot14 dataset status "SUCC. I
VL Features v

WebBot WebBot, bot13 dataset status "SUCC..

WebBot WebBot . bot7 dataset status “SUCCE

LR

ered by ValueLabs. Copyright € 2021 Al

Coach Marks

TDH coach marks are context-sensitive pop-up tips to help users learn and work with TDH features. They
save time and training costs, address multiple change management issues, and improve user adoption.
This feature is useful for both existing and new capability explanations.

Setup Project

Users can click on "Setup Project’ link from the left menu, and key in the
‘Project Name' and click on ‘Save Project’ button to create a project.

T4 CIRI

Total Data Management
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TDH Assistant

Similarly, the TDH Assistant feature enables users to become self-sufficient by educating them, and

getting them up to speed on using TDH functionality. This simultaneously increases user productivity and
reduces the dependency on manuals or trainers.

Search =5 Setup Project

Domain Name

BN - - Prject Name
|
’9 TDH Assistant x
WORKFLOW

Gold Copy Lock and Unlock -
FLIGHTS INFO

Projects List Schedulers List
SCENARIO
Setup Project
Synthetic Test Data Generation Tasks

User management capabilities

User Menu Web Bot Workflows.

Interface Customization

TDH adapts to any client branding easily. CSS preprocessors can apply new brand guidelines in one go.

SINGAPORE 5 ﬁ .
AIRLINES B Welcome admin ©

Search Q Setup Project

Domain Name

SETUP PROJECT E Commerce Project Name

|
WORKFLOW ' 0 TDH Assistant X

VL Features v
Gold Copy Lock and Unlock

Demo ~ Projects List Schedulers List

Setup Project
Synthetic Test Data Generation Tasks
User management capabilities

User Menu Web Bot Workflows

Powered by ValueLabs.Copyright © 2021. All rights reserved. o_
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