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In this paper we will look at the
challenges telecommunications
companies (telcos) face in ensuring
that the data they collect is accessible,
secure and of a quality that enables

it to be used in a timely and flexible
fashion for a diverse array of use cases
to improve customer experience,
optimise internal processes and meet
regulatory requirements. We will
discuss the key data preparation tasks
and point to the type of solutions that
should be considered.



Introduction

f we are to believe that
organisations are truly
data driven, and that their

decisions are informed by the data,
then telcos should be the best-informed
organisations on the planet. The
amount of data they capture is truly
phenomenal. By 2050, they will be
gathering data from 95% of the world’s
population thanks to mobile devices,
wearable tech and wireless information.

In this paper we will look at the
challenges telecommunications
companies (telcos) face in ensuring
that the data they collect is accessible,
secure and of a quality that enables it to
be used in a timely and flexible fashion
for a diverse array of use cases to
improve customer experience, optimise
internal processes and meet regulatory
requirements. We will discuss the key
data preparation tasks and point to
the type of solutions that should be
considered.

In the context of these challenges,
we will highlight the Voracity data
management platform and how well
it tackles the technical challenges of
discovering, integrating and migrating
data so that it meets all regulatory
needs and provides a sound and secure
foundation for providing data driven
innovation.

The Telco Data Environment
There have been many case studies
over the last five years demonstrating
the disruption caused by “data-driven
businesses”, i.e. those using insights
to understand customers, automate
processes, change their business models
and drive new revenues. In the future,
this concept will become an integral part
of what it takes to compete successfully,
allowing organisations to understand and
run all parts of their operations, work
with their customers and partners, and
take part in external activities in new
ecosystems. This applies to telecoms
operators as much as any other industry.
Telcos handle an immense amount of
data from millions of subscribers. A lot of
this data comes from voice calls, in the

form of Call Data Records (CDR) or the
browsing history of websites and apps
on their networks. Moreover, telcos also
manage location and mobility data at a
very granular level since mobile phones
are connected to telecom towers. Telcos
also handle payments for phone bills and
top-ups that identify delinquency and
spending behaviour. Finally, many telcos
also own digital services such as video
streaming, e-wallets or even advertising
businesses whose data helps telcos get a
complete user profile.

All these data sources should
enable telcos to create an extremely
granular 360° view of their customers
and detailed insights into the running
of their organisations that ultimately
lead to better customer experiences,
more efficient processes and even the
development of new business models.

Unfortunately, the volume and
variety of data generated by all these
data sources is stretching many existing
data management infrastructures
beyond their limits. For telcos there is
an added layer of complexity in that
CDRs are typically encoded in a format
compliant with a standard called ASN.1
(Abstract Syntax Notation One). The
CDRs are not human readable and
therefore need an ad-ditional layer of
processing to make the data usable for
analytics purposes.

Data Management Challenges

As we have already alluded to above, the
explosion of data volumes is an obvious,
and ongoing challenge. Business
managers are aware of this. However,
they are less likely to understand

the challenges and complexities of
getting that data in a state that enables
analytics to be able to deliver the
business insights they crave.

Time-consuming data

preparation tasks

In a recent Anaconda State of Data
Science Report, survey responses from
2,360 data professionals, identified that
over 45% of data scientists’ time was
spent on data preparation and cleansing

Volume and variety
of data generated
by all these data
sources is stretching
many existing

data management
infrastructures
beyond their limits.
For telcos there is
an added layer of
complexity in that
CDRs are typically
encoded in a format
compliant with a
standard called
ASN.1.



Telcos hold
significant volumes
of customer
information that
can only be used
for analytics
purposes so long
as the customers’
PIl is not revealed.
The ability to
quickly and
comprehensively
mask Pll so

that customer
data becomes
anonymised is
now a critical
requirement.

tasks that take valuable time away
from real data science work. So, what is
involved?

Data discovery, finding out where all
your data is, is the first task. This sounds
simple, but over time data from different
sources has been stored in separate,
siloed databases. Given the amount of
data and the variety of sources many
organisations don’t know, easily, where
all their data is. The time and money
spent trying to track down all their data
sources slows business processes and
data in-sights, increases data storage
costs, and undermines competitiveness.

Next, the source data has to be
profiled to understand its structure,
content and interrelations, as well as
its quality - which covers its accuracy,
completeness, consistency, timeliness
and accessibility.

This is followed by extracting
the data you want from the primary
source, transforming it into a format
compatible with the structure of your
data warehouse or data lake, and
then loading the data to the target
environment(s).

Finally, Data Enrichment; this refers
to enhancing existing information by
supplementing missing or incomplete
data with relevant context obtained
from additional sources. In other words,
it is the process of improving, refining,
and augmenting raw data.

Regulatory Compliance

and Data Privacy

Thorough data preparation forms

an essential grounding for easier
compliance with a growing range of data
security and data privacy regulations.
However, areas like the protection of
Personal Identifiable Information (PIl)
have become increasingly important in
recent years.

Telcos hold significant volumes of
customer information that can only be
used for analytics purposes so long as
the customers’ Pll is not revealed. The
ability to quickly and comprehensively
mask Pll so that customer data
becomes anonymised is now a critical
requirement.
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As a telco, whether you are
interested in analytics, in providing
self-service data access, in machine
learning, cloud migrations, or regulatory
compliance, data management in
general, and data preparation in
particular, data governance is a
necessity. Data preparation tasks are
labour-intensive, and data quality is
often inadequate. Data accuracy can
be compromised, data lineage is often
unavailable, and data often does not
reflect the latest version of data objects
in production systems.

The way forward

Historically, these data preparation
processes have relied on a stack of tools,
often unintegrated and reliant upon
different vendors to handle the various
data preparation tasks. Now, modern
data management platforms offer more
comprehensive and integrated solutions.
Data Management covers a much wider
area than the data preparation tasks we
have discussed here, so having a data
management platform that has excellent
data preparation and governance
capabilities that can be acquired and
implemented separately might be an
important consideration.

Given that many telcos will already
have well established analytics, business
intelligence, data pipelines, data
warehouses, data lakes and other data
tools, it is important to look for solutions
that provide ease of integration into
existing environments.

Implementing a modern data
management platform that reduces
the manual data preparation workload,
improves data quality, masks PIl, and
simplifies the process of getting data
analytics and regulatory compliance
ready will promote innovation and help
telcos navigate their ever changing
business, technology and regulatory
environments.



Powered by CoSort (or Hadoop),

and built on Eclipse, IRI Voracity is

a multi-purpose data management
platform designed to perform, speed,
and consolidate common work in five
general areas:

1. Data Discovery -
data profiling, classification, search,
and metadata redefinition

2. Data Integration -
high volume ETL, change data capture,
slowly changing dimensions

3. Data Migration -
file/data/database type conversion,
replication, and federation

4. Data Governance -
data quality, PIl masking, re-ID risk
scoring, test data synthesis

5. Analytics -
embedded Bl, tie ups to Datadog, KNIME
and Splunk, wrangling for the rest

As can be seen in , Voracity
drives solution depth by supporting
critical data movement and
manipulation requirements - and
combining many of these tasks in one
job and I/0 pass - for a wide variety of
data sources and targets.

IRl CoSort is the default Voracity data
integration engine. Unlike other such
products, it is not confined to ETL
(extract, transform and load) operations
but also performs data replication
(change data capture), federation,
masking, cleansing, and reporting.
Another key point to note about it is
that it does not have to transform data
in separate steps. You can define jobs
that way, but at run time the engine
consolidates multiple steps to reduce
I/0. Added to the fact that the CoSort
run-time engine uses a 2MB, multi-
threaded C executable (called SortCL)
and loads only the libraries it requires,

Sources

Big Data Platforms & Streams

cloudera qg}
AR S
Hortonworks Spor{(\Z Ve

Pivotal

N erezza RIMQTT & katka

Call Detail Records
ASN.1 BER, JER, OER, PER, XER

Cloud & SaaS
O clod

Azure Amazon 3 ' SharePoint
HubSpdt Markela eloqua @
Databases

N o
ORACLE MysaLs o SQL Server

44
L8 .mongoDBg elasticsearch g“o"g snowflake

oy e =]
2 &2 € == VERTION SYBASE Aurisase &7

i Files

COBOL, CSV, Fixed, LDIF,
LS-RS-VS, MF-ISAM, MFVL,
Pipes, VB, Vision, XML, etc.
Mainframe
Adabas, Datacom, IDMS, IMS,
ISAM, Pick, Unidata, VSAM, etc.

@ Semi & Unstructured
TEE &
m Images

BMP, DICOM, GIF, JPG, PNG, TIFF

&{ Other Sources
—— Custom Apps, ETL/ELT Tools,
Packaged Apps, Web Logs

HL7X12

= [@Y

e Software
Partner
Novell

O}

DISCOVER

Data Classification
Dark Data Search
DB & File Search

DB & File Profiling
ER Diagramming

Metadata Definition

Metadata Forensics

INTEGRATE

Slowly Changing Dimensions
Public/Private Mashups

MIGRATE

Incremental Replication
Data & File Types

Change Data Capture Endianness
Fast DB Un/Load Databases
Data Federation JCL Sorts
One-Pass ETL ETL Jobs
GOVERN (5 IRI Voracity =~ ANALYZE
Data Quality An Insatiable Appetite for Data loT Feeds
Data Masking Embedded BI

DB Subsetting

Re-ID Risk Scoring

Data Reconciliation

Test Data Synthesis

Data & Metadata Lineage

DESIGN

Wizards with Rules
Graphical Dialogs
Scripts with Outlines
Metadata Form Editors
Workflow/Mapping Diagrams
DataSwitch No-Code
Erwin Mapping Manager

Business Partner

DataSwitch erw|ﬁ

Connecting Data

Data Wrangling

Cloud Dashboard

Predictive Analytics
Clickstream Analytics

In Datadog, KNIME & Splunk

DEPLOY

GUI, CLI, API
MapReduce 2 (Grid)
Spark (In-Memory)
Storm (Streaming)
Tez (Batch)
CI/CD, Java, SQL, YARN
Eclipse or Any Scheduler

Targets

Big Data Platforms & Streams
cloudera (D
AR ff(" §ﬁm

Pivotal

o smarT $Bkta
(l Bl & Analytic Tools
—

[
v SAP BusinessObjects 1/
Qlik @ splunk> @ Spotfire  cubeware
KNIME @) Power Bl 4% +ableau

Cloud & SaaS
3 A @ D O

Azure Amazon $3 Sharcpoint

HubSpt Markel, eloqua

Custom Reports

Detail & summary reports

@ Databases

ORACLE [

.mongoDB s elasticsearch 31
B o 45 @ = SyBASE VERTION T

Files

ASN.1, COBOL, CSV, Fixed, JSON,
LDIF, LS-RS-VS, MF-ISAM, MFVL,
Parquet, VB, Vision, XLS/X, XML

Other Targets

Custom Apps, Data & SpreadMarts,
ETL/ELT Tools, Federated Views,
Packaged Apps, DB Clones, DevOps

Do mstn, METT melissa @ ORACLE

redhat.


https://www.iri.com/products/voracity/overview

Voracity supports the
ability to search, parse
and protect multiple
sources containing
semi- and unstructured
data with consistent
masking functions to
support enterprise data
integrity.

Discover, profile, and
classify data ahead of
cleaning it

e

OR7OXT

FILTER
Remove or save
conditienally selected
or duplicate items

Figure 2 -
Data quality functions
in IRI Voracity

UNIFY

Data found by fuzzy
match algorithms and
set probabilities

and you will appreciate why CoSort
has a performance advantage over its
competitors.

Note that IRl also offers a Hadoop-
based option that does not have the
same footprint advantages of CoSort
but can often otherwise run in a similar
fashion because many jobs developed
for native CoSort implementations work
without change in Map Reduce 2, Spark,
Spark Streams, Storm or Tez. Dataflows
are actually stored in files and can be
executed from anywhere.

The company offers an extensive
range of native connectors (including
MQTT and Kafka) plus ODBC support.
Not surprisingly given its heritage, it
also supports mainframe sources that
use COBOL copybooks, EBCDIC and so
on. While it does not run on z/0S, it does
support mainframe databases as sources
and will itself run on z/Linux.

Thanks to ASN.1 support in the
SortCL program, users of the Voracity
data management platform and its
component products can now process
CDRs from TAP3 and other encoded
data, along with any combination of
schema and ASN.1 encoding rules.
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Data found in pattern
searches with literal
or lookup values

REGULATE

Apply rules to find and
remediate data out of
range or context

ENRICH VALIDATE STANDARDIZE
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While IRI Voracity does not offer
a module called “data quality”, it does
front-end several data quality rules, and
provides substantial relevant capability
in SortCL jobs, as illustrated in Figure 2.

A major strength of IRl Voracity
is clearly in its Data Protector Suite.

To begin with, IRI has deployed

machine learning (including within

IRl DarkShield) to support the
identification of sensitive data (and

we are anticipating that M/L will be
implemented more widely across the
platform). It also uses natural language
processing for this purpose. Once Pll is
discovered, as mentioned, the company
offers significant capabilities when it
comes to masking. In particular, dynamic
data masking may be proxy-based, run in
situ or driven by APls, and can be mixed
and matched with static masking. It is
also worth mentioning that Voracity
supports the ability to search, parse

and protect multiple sources containing
semi- and unstructured data with
consistent masking functions to support
enterprise data integrity.

Finally, given the current
predilection for companies to migrate
from on-premises data warehouses to
cloud-native data warehouses such as
Snowflake or Google BigQuery, it is
worth noting the availability of IRl FACT,
IRl Ripcurrent, and IRl NextForm, which
Voracity supports to bolster high volume
database migrations using batch or real-
time data mapping.



Why should you care?

s a data management
platform, one of Voracity’s

keys strengths is its ability to
not just deliver all of the functionality
we’ve described above, but to deliver it
within a unified, centralised, integrated
platform supported by a common
engine. Platform solutions in general are
measured by how well they achieve this
- after all, without this sort of cohesion
they are just a collection of products -
and we are pleased to say that IRl does
not disappoint. Voracity delivers all of
its functionality at speed and at volume,
enterprise-wide and at enterprise-scale,
which should go a long way in reducing
the amount of time spent on data
preparation.

That said, it is clear that data
integration and transformation lie at
the heart of the platform, largely owing
to IRl CoSort and its 45-year lineage.
What'’s more, technologies of this type
might as well be essential for building
data lakes and data warehouses,
performing analytics, moving data
out of legacy tools or into the cloud,
and accomplishing the vast majority
of whatever other data manipulation
initiatives you can think of. Thence IRI is
well-positioned to address all of these
various use cases while operating at big
data scale and speed.

In addition, functions like cleansing,
masking and wrangling can be
performed in combination, achieving
multiple positive outcomes with only
one pass over the data. Moreover, the
IRI Workbench acts as something of a
central hub, and a common graphical
user interface, for actioning almost
any particular task within Voracity.
Although perhaps it is not the flashiest
tool, it is extremely well suited for
its intended purpose of providing
developers and data engineers with a
single point of entry to a wide range
of IRl functionality. When seen from
this perspective, we would consider it a
significant and notable win for developer
and data engineer ease of use and
productivity.

On the other hand, it is much
more advanced when it comes to
ETL performance and sensitive data
protection than many of its competitors.
The company’s data migration
capabilities will also be a boon in
the current environment, as will its
relatively attractive price points and
licensing options.

Functions like
cleansing, masking
and wrangling

can be performed
in combination,
achieving multiple
positive outcomes
with only one pass
over the data.



Voracity is well-
positioned as a
holistic platform for
data management
with particular
strengths in data
integration and
masking.

The Bottom Line

he key features of IRI Voracity The l.ong and th.e.short of itis t_haF
Voracity is well-positioned as a holistic
are the performance that

the CoSort engine offers platform for data management with

and the depth of capability it provides particular.strengths in data integration
in extending its data management and masking.
platform into the identification and

management of sensitive data. If these

are important issues for you, then you

should seriously consider IRI Voracity.

For telcos in particular a wide array

of data manipulation and generation

functions can be performed with IRI

support for ASN.1-encoded data in

SortCL-compatible jobs, in ways other

solutions for processing data (and much

less this type of data) cannot.

FURTHER INFORMATION
Further information about this subject is available from
www.bloorresearch.com
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Technology is enabling rapid business evolution. The opportunities are immense
but if you do not adapt then you will not survive. So in the age of Mutable business
Evolution is Essential to your success.

We'll show you the future and help you deliver it.

Bloor brings fresh technological thinking to help you navigate complex business situations,
converting challenges into new opportunities for real growth, profitability and impact.
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