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IRI, The CoSort Company

Vendor Background

e Specializing in fast data management and data-centric security
e Privately owned and profitable since 1978

e Sales and support in more than 40 cities worldwide

e Organically grown, shared metadata and Eclipse IP stack

e Featured in: CIO Review (top GRC and Compliance vendors);
DBTA; Gartner Market Guide to Data Masking Tools; and in the
QY, Markets & Markets, and Research & Markets forecast reports on

Data Masking, DB Security, Data Classification, Data Governance
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IRl Data Masking Reference Customers & Partners

Most IRI data masking customers profile and protect Pll in RDBs, flat files
and Excel sheets on premise, or in the cloud. Recent engagements also
involve NoSQL DBs, documents, images, and EDI and log files. Streaming
and Hadoop data sources, plus faces, are also supported. Entities include:
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Selected Recognitions of IRl in the Data Governance and Security Industry

BARC Technology Map for Data Governance 2021 (IRl Voracity)
Bloor Research Data Searching and Masking InBrief 2022

CIO Applications: Top 25 GRC Technology Providers

ClO Review: 20 Most Promising Compliance Technologies
Computerworld Germany (IRl FieldShield)

DBTA: Trendsetting Products (IRl DarkShield)

Forrester Research Now Tech: Data Masking Q1'2021

Gartner Market Guide for Data Masking (2017-2022)

Global Data Governance Market Size & Analysis through 2026
Global Data Masking Market Size & Forecast verified 2020
Insight Partners - Data Classification Market to 2027

Insight Partners - Test Data Management Market Outlook to 2027
Markets & Markets - Data Governance Market to 2024 - Visionary Leader
Markets & Markets - Data Masking Market Forecast to 2022
Outlook Series: The Case for Data Masking

QY Research - Global Test Data Management Market to 2025
Privacy & Data Security Law Journal

Research & Markets - DB Security Market to 2022

CIRI
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https://www.iri.com/ftp9/pdf/Voracity/Bloor-Voracity-Search-Mask-InBrief-2022.pdf
http://www.computerwoche.de/a/tools-zur-anonymisierung-von-daten,2556628
https://www.iri.com/news/press-releases/dbta-names-iri-darkshield-a-2019-trend-setting-product
https://www.verifiedmarketresearch.com/product/Data-Masking-Market/
https://drive.google.com/file/d/0B7u7SJWTVPruQm5TcmVnaU9mQ0lWTUFFSExzTlBxdm9ubkdV/view?usp=sharing
https://www.marketsandmarkets.com/Market-Reports/data-masking-market-24977919.html
http://www.outlookseries.com/vendor_perspective/IRI_Data_Masking.htm
https://www.qyresearch.com/index/detail/894541/global-test-data-management-industry-research-report-growth-trends-and-competitive-analysis
http://www.atlanta-businesslitigation.com/Privacy-Data-Security-Law-Journal-Information-Sharing.pdf
https://www.linkedin.com/groups/4528678/4528678-6363758759885447168

IRI Data Manager Suite

(5 IRI CoSort

Sort, Transform & Report

Speed or replace legacy sorts, and batch/ETL/SQL transforms

e Filter, sort, join, aggregate, pivot, cleanse, lookup, calc, etc.
e Map, migrate, federate, and replicate data from 150 sources
e Segment data, capture changes, report details / summaries
e Analyze changing dimensions, support complex transforms

(® IRIFACT

Fast Extract for DBs

=\ \ \ =

Speed RDBMS unloads for archival, migration, reorg, and ETL

e Extract tables to flat files in parallel using SQL queries

e Convert and re-format to change data types and layouts
e Create the data definitions for IRI software and DB loads
e Pipe to CoSort and DB loaders for faster reorg and ETL

(5 IRl NextForm .

Data, File & Database Migration

@ IRI Voracity

An Insatiable Appetite for Data

Unlock data and move between apps, DBs, and platforms

e Convert, federate, remap, and replicate legacy data

e Migrate data between databases and create new tables
e Change file formats, data types, and endian conditions

e Find, extract, and structure data in unstructured sources

(™ IRl RowGen

Smart Test Data Generation S

Prototype DBs and ETL, stress-test, outsource, benchmark

e Use real data models and formats, not production data

e Combine generation and selection, create new formats
e Preserve referential integrity and frequency distributions
e Feed test DBs, files, and custom reports simultaneously

Consolidate tools and tasks to process, protect, prototype, present

e Discover, define, and manage data in legacy and new sources

e Combine data integration, migration, governance, and analytics
e Exploit CoSort or Hadoop engines for optimum throughput

e Leverage Eclipse familiarity, functionality, and extensibility

C IRI
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© 2021 Innovative Routines International (IRI), Inc. All Rights Reserved.
CoSort, Voracity, NextForm, DarkShield, FieldShield, CellShield, and RowGen are
trademarks or registered trademarks of IRI. FACT is a trademark of DataStreams
Corp. All other product, brand, or company names may be (registered) trademarks
of their respective holders.

IRI Data Protector Suite

(> IRI FieldShield

PIl / PHI Classification & Masking

Static and dynamic masking of structured data sources

e Search, profile, and classify sensitive data in DBs and files

e Encrypt, hash, redact, pseudonymize, randomize, tokenize
e Apply cross-table rules to save time and referential integrity
e Score re-ID risk and audit your jobs to verify compliance

(® IRI CellShield

PIl / PHI Search & Mask in Excel

Discover and de-identify PAN/PHI/PIl in Excel spreadsheets

e Define or re-use patterns to search for sensitive data
e Locate, report, and open all found ranges in the LAN

e Click to encrypt, mask, or pseudonymize data directly
e Auto-log protections to verify privacy law compliance

|~ (( IRI DarkShield

Unstructured Data Search & Security

Discover, deliver, and delete sensitive information everywhere

e Find Pll in LAN and cloud sources using multiple methods
e Simultaneously de-identify, remove, or report those values
e Mask text, MS, PDF, Parquet & image files + LOBs & NoSQL
e Comply with the right to erasure, portability, or rectification

N
. (7™ IRI DMaaS

Data Masking as a Service

Leverage expert data privacy engineers to find and mask Pll

e Avoid learning curves, software expenses and staff diversion
e Reduce risk by agreement, monitored VPN, or secure cloud
e Use operational logs for reporting and compliance audits

e Select from competitive hourly, daily or project rates



(® IRI DarkShield (™ IRI FieldShield

Unstructured Data Search & Security PIl / PHI Classification & Masking

(5 IRI CellShield IRI RowGen

PIl / PHI Search & Mask in Excel Smart Test Data Generation

C IRI FieldShield @ IRI DarkShield

Pll / PHI Classification & Masking classi Unstructured Data Search & Security
st

A @NER INLP

Encryption (& FPE)
Pseudonymization
Redaction
Erasure/Deletion
Scrambling
Encoding

Hashing
Tokenization
Blurring
Bucketing

Shifting
Randomization
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An Insatiable Appetite for Data
% J’ i

erwin o2 ERD
& Dataswitch £ Profile
» 4GL Scripts O search
'5 IRl Workbench g Report

ValuelLabs TDH £ Classify

FEE.
EEE]

P

N
RDBs
RDBs — ;
v NoSQL m EDI Files
7,) T Flat Files
RDBs Images
) . = DataVault 2.0
Flat Files Files/Logs £ Excel Sheets
PDF & Word
o a Voracity ETL Preview

Actifio AF’I
£2 Eclipse O Gitlab
> Windocks o Jgnkms
—i Commvault = Bitbucket

L Azure DevOps

( Valuelabs TDH
AWS CodePipeline

Cigniti Blueswan

@ Iri Fietdshield © R RowGen

@ R Darkshield (@ IRiTDaas

datahase
TREND-SETTING
PRODUCTS

h
(G Workpeneh

(@ Rl CoSork
@ w NextFor.
(r; (R ROUCER

% jield
Qe

@ R ._D"a_\’}é“,:‘f:‘i‘n -
(B IRiVoracity ' ( R ’
An Insatiable Appetite for Data

Data Protector Suite




|IRI Data Masking Tool Architectures

(7 IRI FieldShield Architecture (5 IRI DarkShield Architecture
PII/ PHI Classification & Masking Both Structured and unstructured Unstructured Data Search & Security
. data discovery functions -- including
Job Designers e . Front-Ends
classification, search, and metadata
IRl Workbench S IRl "Sandkey" API creation -- are performed in IRI IRI Workbench JRECLI RPC API
ullt on Eclipse = -
Any Text Editor Com:lwl:ult, \sNindocks IRI "Gulfstream™ API Workbench data diScovery wizards. Built on Eclipse For Batch Jobs, For Apps &
CI/CD (DevOps) Web Services

Runtime Engines Static data masking (SDM) jobs are Back-End
usually built in IRl Workbench, while
user-specific dynamic data masking PERIERISICRES S SOttt
(DDM) is available in multiple options ’—k—‘

(see matrix on slide #27).

Data Class Data Rule S .
Discovery Masking FieldShield [ Nextform

Method: Functi S
SHEE SHEIOE DarkShield

ot IRI SortCL

Programs

VGrid Gateway
to Hadoop

MR2, Spark
Storm, Tez

(SQL, Java, C,
PowerShell, etc.) DarkShield | Nextform

EEd Voracity data manipulation and
masking jobs use the IRI CoSort
(SortCL) engine on commodity LUW
hardware, on premise or in the

ke ) _ cloud. No database or cloud API is -
- & | - - IS a
e Apps needed. This reduces runtime Storage
overhead, administrative complexity,
‘% A kl) x and risk. The executable is also FR \IJ
Bl & Analytic Tools Streams APIs Brokers Custom Reports mEtadata'Compatible With, and Images Streams [Ereaigie

masks within data integration,
cleansing, and reporting jobs, too.

Sources & Targets Sources & Targets

Finally, no server framework is
required to orchestrate jobs. This
fosters more granular allocation and
tuning of resources, and the sharing

of metadata artifacts. (ﬁ IR'
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IRI Voracity Communication & Networking Architecture

On-Premise / LAN

Optional
sortcl
(Voracity)

IRI Workbench Client

Optional
sortcl
(Voracity)

IRI Workbench Client

Optional
sortcl

File Server Voracity)

IRl Workbench Client

IRl Workbench Client

Cloud Networks

Optional
sortcl
Voracity)

IRI Workbench Client
5%

Web service

MS
saL
Postgr
saL

MongoDB ;

Sample Sources & Targets

Oracle
MySsQl
HIVE
SAP

HANA

Cassandra

E &

Amazon S3

Mainframe Other RDBs
Files via
NFS, FTP

Azure MS SQL

Amazon Aurora/Redshit
Elasticsearch
Oracle DB Cloud
Salesforce
Snowflake
Teradata Vantage

On-Premise Web Server
e.g., DarkShield ("Plankton")
RPC API Services

I~

/
1@/ [

HTTP/S
via Nojde js
ety

Standalone
Engine Option
Remote (SSH)

/

Optional: IRI Workbench
Cohosted / Container

Encryption Key
Managers:
Azure Key Vault,
Townsend AKM

A/D & LDAP
Integration

Third-Party Integrations

DB Cloning & Test Data Hubs:
Actifio, Commvault, Windocks
Cigniti BlueSwan, ValueLabs TDH

Ve o

@ IRI Voracity

An Insatiable Appetite for Data

Outside Networks

Supplier Portal Staff VPN loT Edge
=

fg— 0

Bl & Analytic Targets:
BOBJ, Cognos, Cubeware
Datadog. iViz, KNIME,
Microstrategy, Oracle DV/D,

Splunk, Spotfire, Tableau

PowerBlI, QlikView, R, Sisense,

Hardware
Prerequisites

For x86 systems, a
minimum
configuration for
Workbench would
be 4GB of RAM
and 10GB of free
disk space, after
the installation of
any VMs, DBs, etc.
However, 6GB and
up works best for
each system to
accommodate
multiple database
connections and
table parsing for
metadata and job
definition.

For schemas with
hundreds of tables
to enumerate, as
much as 64GB of
RAM could be
appropriate for the
Workbench
machine(s) where
RDB-related jobs
are built.

IRI also recommends where possible the co-location of the licensed back-end (SortCL executable) on or within close network
proximity to database source or target servers for performance reasons, particularly if there are known network bottlenecks.

CIRI
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Data maps, masks, munges, and mines essentially at movement speed, so consider network and /O resources.



Data Sources (Standard)

Acucobol (MF) Vision
Altibase (FACT)
ASN.1 CDRs
C-ISAM
CLF web logs
CSV
DB2 (UDB)
DB2 for i5/0S
DB2 for z/OS
Delimited
Derby (WB)

ELF web logs

ESDS
Excel
HL7 (DS)
HSQLDB (WB)
IDX 3,4 & 8
Informix
Ingres
LDIF
JSON
Line Sequential
MariaDB

MaxDB

MF- & RM-ISAM
MF Var. Length
MySQL
Oracle
PDF (DS)
PostgreSQL
Record Sequential
RTF (WB)
SQL Anywhere
SQL Server
SQLite

Sybase ASA/E & IQ

FACT: requires IRI Fast Extract (FACT) DS: requires IRl DarkShield
WB: requires IRl Workbench, the free Eclipse GUI for FieldShield, etc.

Tibero (FACT)
Teradata
Text
TSV
UTF-8 & 16
Variable Block
Variable Sequential
VSAM MVS (UniKix)
Web Services
Word (DS)
X12 (DS)

XML

CIRI
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Data Sources (Legacy)

Access
AFP Files (via TST)
Advanced Pick
ALLBASE
Alpha5
Amazon RDS
Azure
BizTalk
Cache
Clipper
Codasyl
CorVision
ConceptBase

D-ISAM

D3
Datacom
Dataflex
Db4o
dBase
Desktop Adapter
DL/1
DSM
Enscribe
Enterprise Adapter
FileMaker
Firebird
Focus

FoxPro

GA-Power 95, R91
Gemstone
GENESIS
Gigabase

H2
IDMS
IDS
Image
IMS
Interbase
Intersystems
ISM
Jasmine

JBase

K-ISAM
Knowledgeman
KSDS
Lotus
Manman
Mentor / pro
MO
Model 204
Mumps
MyBase
Netezza
NonStop SQL
ObjectStore

Paradox

Pathway
PDS
PervasiveSQL
Pick/Pick64+
PI-Open
Powerflex
Powerhouse
Progress
QueryObject
rBase
R83
Rdb
REALITY

Red Brick

RMS
Reality/X
RRDS
Sequoia
SFS (VS¥)
Sharebase
Supra
Terracotta
Total
Ultimate
UltPlus
Unidata
Universe

VSAM VSE

CIRI
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Data Sources (Modern)

Amazon EMR Hive
Amazon RDS

Apache Cassandra

Apache Hadoop Hive

Azure CosmosDB

Cloudera CDH Hive
Cloudera Impala

Database.com

DynamoDB
ElasticSearch
Google BigQuery
Google BigTable
Hortonworks Hive
Hubspot

Kafka Connect

MapR Hive

Redis & Solr
MarkLogic (XML)
MongoDB

MS Dynamics CRM
MS SQL Azure

Oracle Eloqua
Oracle Cloud DB

Netezza

Parquet files
Pivotal Greenplum
Pivotal HD Hive
SAP HANA
Salesforce.com

Snowflake DB
Spark SQL
Vertica DB

IRI FieldShield finds and masks structured RDB data on-premise, or in HDFS, AWS, Azure, GCP or OCI, plus: data in

flat files (which can also be in S3 buckets or Hadoop), as well as ASN.1 CDRs, MF-ISAM or Vision fies, and Excel sheets.
IRI DarkShield supports RDB and flat file data, too, plus: semi- and unstructured data in static or streaming text, log and
EDI formats like JSON, HL7, X12 and XML; C/BLOB columns in RDBs; Excel, PDF, and Word documents (including PlIl in
their embedded images); NoSQL DBs; and, image files (BMP, DICOM, GIF, JPG, PNG and TIFF). The DarkShield API can
run on premise or in the cloud, and read/mask/write PII from/to files in AWS S3 buckets, Azure BLOB, GCP Storage, or
SharePoint (OneDrive). IRI CellShield only supports Excel (XLS/X), and works inside Excel, on-premise or in Office 365.

CIRI
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Unstructured Data Search & Security
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IRI DarkShield

What DarkShield Does <o) [1] B= B

Search Extract Redact Audit

e Simultaneously scans, extracts, and de-IDs or deletes PII (and audits actions) in all supported file formats

e Handles PII floating in semi/unstructured text, MS/PDF documents, BLOB columns, and NoSQL collections

e Finds faces or defined data classes tied to RegEx patterns, lookup sets, NER models, and/or image regions

e Builds, saves, and re-uses semi-supervised, machine learning models in project or cloud repositories

e Blacks-out Pll in images, blurs faces, and applies of encryption (including FPE), pseudonymization, hashing,
encoding, bit scrambling, redaction, or erasure functions for Pll in text files and documents

e \Writes masked files atop originals, or to different folders with the same file names and formats

e Shows search, remediation, and model training job status via real-time progress bars

e Shares search methods and masking functions with IRI FieldShield and IRI CellShield EE

e Generates logs of all values found or masked, along with IRI-compatible metadata for Bl, queries, etc.

e Creates graphical, interactive displays of search and mask results, or hand-offs log files to Splunk, Datadog

e Runs in IRl Workbench with other IRI and Eclipse tools, from the command line, or via REST API

CIRI
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IRI DarkShield

Image File Redaction = @%

or Value Replacement o Search  Extract  Redact Audit

... or Test Value (RowGen)
at his touch of a certain icy pang along my blood. “Come, sir,” said I. . .
“You forget that I have not yet the pleasure of your acquaintance. Be S n t h e S I S I n to I m a e S O r
seated, if you please” And I showed him an example, and sat down y g

myself in my customary seat and with as fair an imitation of my or-
dinary manner to a patient, as the lateness of the hour, the nature of

my preoccupations, and the horror I had of my visitor, would suffer D O C u l I l e n tS
" ==

me to muster.

“Ibeg your pardon, Dr. |l he replied civilly enough. “What
you say is very well founded; and my impatience has shown its heels @
to my politeness. I come here at the instance of your colleague, Dr. =)
I o @ piece of business of some moment; and I under-
stood...” He paused and put his hand to his throat, and I could see,
in spite of his collected manner, that he was wrestling against the

approaches of the hysteria—“I understood, a drawer...” JOHN SMITH
But here I took pity on my visitor’s suspense, and some perhaps
on my own growing curiosity. | ——
“There it is, sir,” said I, pointing to the drawer, where it lay on the 50" A e o
floor behind a table and still covered with the sheet. e Sady 43017 Qiv Cooidy 1 Sor G Cp iy ALt
— He sprang to it, and then paused, and laid his hand upon his Jane Smith s mn’ ey e ‘f‘ o B i | o Tonet snet it

A e o e

heart: I could hear his teeth grate with the convulsive action of his Fifty Twe and 25100 o - . ] o

jaws; and his face was so ghastly to see that I grew alarmed both for ' ;

his life and reason. .
“Compose yourself; said I.

»

Trear Seople e || =
7 - L]

78 B REATAW RV yA g8 e sadful smile to me, v— - — m 1= s i i
; / : DRIVER’S LICENSE way the sheet. At si AFP, BMP, o oicns Vso/e0 [ i I
‘ bl uch immense relie any Cooole Clak o aa ¢ felefamit o ‘heck
i e” |s . A pr S 1 voice that was alr DICOM e N‘j‘,’:ﬂf’ A“fl‘j;& caik 5 A : ‘ Jane Smith s ma? - ﬁ'l"’:f"gr%é;k'
|
1 \

10 ov: 99 999 999 oups: 00 8 =) Jated glass?” he ask G I F Nty Nvul\‘ii'.}‘.'l\o e e
’

‘ ;
s oos: 08/04/1975 [y Y TanSude o A ao»\',ohqté -
= Landsouping »
oo 080512023 wiss Q02019 i o JPX, PNG, e o o < v | — o
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Documented RPC APlIs
@Syyagger

wdty SMARTBEAR

DarkShield API % =

eld.yam

: /api/darkshield/searchContext.create

| /api/darkshield/searchContext.destroy

| /api/darkshield/searchContext.search

; /api/darkshield/searchContext.mask

| /api/darkshield/maskContext.create

; /api/darkshield/maskContext.destroy

/api/darkshield/maskContext.mask

: /api/darkshield/searchContext.mask

— 3k % K K OQD
=] v
Search Extract Redact Audit

Host a context which can be called whenever a search operation needs to be performed. The Context contains a list of search matchers that will be used to
match on the text. Multiple contexts with the same name cannot be created.

No parameters

Request body reauired application/json v ‘

The Search Context.

Examples: Create a Search Context with a mix of matchers. v

“name”: "MixedMatcherContext",
“matcher: [
{
“name":
“type": .
“pattern”: "\\B[\\W._%#-1+@[\\W.-1+\\. [\\W]{2,40\\b"

“EmailMatcher",

“"name": "NameMatcher",

“type" .
“modelUrl": “"http://opennlp.sourceforge.net/models-1.5/en-ner-person.bin"

curl -X POST "http://localhost:8080/api/darkshield/searchContext.mask” -H "accept: application/json" -H "Content-Type: application/json” -d
“{\"searchContextName\" : \ "MixedMatcherContext\", \ "maskContextName\" : \ "MixedMaskingContext\", \"text\":\"Hello, my name is John Doe and my email address
is johndoe@gmail.com.

Request URL

http://localhost:8680/a) chContext.mask

Server response

Code Details

2oy Response body

: [
Hello, my name is Wazz Edk and my email address is BqJAGRzCAWdtqXb3tINBGB/RgNo3y+QKdOMsCjZsghM=. "

26,
dResult": "Wazz Edk",
: “FpeNameRule",

"BqJAORZCAWd tqXb3tINBGB/RgNo3y+QKdOMsCiZsghM=",
HashEmailRule,

1
"unmatchedAnnotations”: []

IRI
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IRI DarkShield
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AFP Data Masking

Pre-DarkShield
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HALIFAX
’ ‘ Halifax

PO Box 548

Leeds

LS1 1WU
Customer 200 0345 720 3040
Mrs Savannah Brown

20 Nov 2016

15 Church Street
SOUTHEND-ON-SEA
SS53 2WK

4499 922

Dear Mrs Brown
Thank you for calling us.

I'm pleased to send you the information we talked about. | hope it's helpful to you. If you want to speak to us
in more detail about this, we'll be happy to help.

For a quick and easy way to view all of your accounts and manage your money, you can use Online Banking
at halifax.co.uk or download our Mobile Banking app on your phone or tablet. Our latest security measures
protects your personal information and privacy online, even in the unlikely event of fraud, our online
Guarantee means we will refund you, more information can be found on our website. We're here to help

Yours sincerely

@J@&m\ﬁ

T Mackay
Manager

Please contact us if you'd like this letter in Braille, large print or
audio CD.

If you have a hearing or speech impairment, you can contact us 24/7 using the Next Generation
Text(NGT) Service or via Textphone on 0345 732 3436 (lines are open seven days a week, 9am
to 5.30pm).If you2re Deaf and a BSL user, you can use the SignVideo service available
athalifax.co.uk/accessibility/signvideo.asp

Calls may be monitored or recorded in case we need to check we have carried out your instructions comrectly and to help improve our
quality of service. Not all Telephone Banking services are available 24 hours a day, seven days a week. Please speak to an adviser for

more information. How much we lend and the issue of a credit card depends on our assessment of your circumstances. You must be 18
or over. Overdrafts are repayabie in full on demand.

Halifax is a division of Bank of Scotland pic. Registered in Scotland no. SC327000. Registered Office: The Mound, Edinburgh EH1 1YZ.
Bank of Scotland pic is authorised by the Prudential Regulation Authority and regulated by the Financial Conduct Authority and the
Prudential Regul Authority under number 169628

BROCHURE PICK LIST H1/3370242-8

Halifax you and your money

Post-DarkShield

L

PO Box X

Leeds

106 9VI
Customer 200 9155 829 3040
Mrs Brooke  Rambo
15* 9 Nov 2017
0089 642

Dear Mrs Rambo
Thank you for calling us.

I'm pleased to send you the information we talked about. | hope it's helpful to you. If you want to speak to us
in more detail about this, we'll be happy to help.

For a quick and easy way to view all of your accounts and manage your money, you can use Online Banking
at* .co.uk or download our Mobile Banking app on your phone or tablet. Our latest security measures
protects your personal information and privacy online, even in the unlikely event of fraud, our online
Guarantee means we will refund you, more information can be found on our website. We're here to help.

Yours sincerely

T Lester
Manager

Please contact us if you'd like this letter in Braille, large print or
audio CD.

If you have a hearing or speech impairment, you can contact us 24/7 using the Next Generation
Text(NGT) Service or via Textphone on 6926 193 3436 (lines are open seven days a week, 9am
to 5.30pm).If you2re Deaf and a BSL user, you can use the SignVideo service available
athalifax.co.* /accessibility/signvideo.asp

Calls may be monitored or recorded in case we need to check we have carried out your instructions correctly and to help improve our
quality of service. Not all Telephone Banking services are available 24 hours a day, seven days a week. Please speak to an adviser for

more information. How much we lend and the issue of a credit card on our it of your cir You must be 18
or over. Overdrafts are repayable in full on demand.
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DarkShield Options & Advantages
Search Methods

Java RegEx Pattern Search
Exact Lookup File (Table) Match
Fuzzy Lookup File Matching
Multilingual Named Entity Recognition (NER)
using trainable models under:

o  Open NLP

o  PyTorch

o  TensorFlow
Area bounding boxes (X-Y)
File-Type Specific Search Matchers (JSON
path, XML path, column header pattern, Excel
sheet/cell matchers)

Masking Functions

Full or partial string redaction
Non/reversible pseudonymization
Format-preserving encryption
Public/private key encryption
Hashing

Scrambling

Synthetic value generation
Date/integer blurring (random noise)
Fixed (constant string) replacement
Deletion

Additional Features

Pll (data value) search & report

Encryption key management

Image pre-processing (can improve accuracy)
NGINX load balancing

NGINX user authentication

Multiple audit log options
FieldShield-compatible masking functions
Simultaneous outputs to other formats
Support for many other file formats

Support for relational and NoSQL DBs

Additional Considerations

Format-agnostic data rules cut job config time
API-driven approach supports multiple:

o application design and integration modes

o  source/target file formats & systems

o calling languages to ease support
OpenAPI (Swagger) ergonomics

o  GUI wizards in Eclipse WB (November)
Runs on or external to source/target systems

Proven components and vendors
CIRI

Total Data Management
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IRI DarkShield

&? TARGETSTREAM

DarkShield Embedding StreamEDS for AFP Masking

Automatic AFP File Masking Flow

DarkShieid
| APl calis
e SireamEDS

POF

((: IRl DarkShield

Multiple search and masking
methods for Pll in AFP-derived
PDFs and their embedded Images

Note the same rules can be
applied to many other sources,
preserving enterprise data integrity

DarkShield finds and
masks data based on
what it is rather than
where it is, eliminating

the need for format-
specific X-Y mappings

y
POF DarkShield
API calls
StreamEDS

Delete
unmasked PDF

X

Human Review

m POF XML

Masked files can be in AFP as well as other formals at
the same time. A few should be reviewed in the initial
stages of setting up this process to verify that ail of
the Pl is successfully detected and masked

Q&A:

1)

2)

3

Does DarkShield mask a copy, or mask the original AFP file?
DarkShield can read and mask the original file or a copy of the file. It can
also make a copy. The original AFP file can be retained. DarkShield can
also overwrite the original with the masked result (but that’s not advised).

Where does the DarkShield and TST software reside? Must they run
on a separate server, thus requiring a copy and load to convert and
mask the file, or is the software loaded onto the same system (and
thus requiring more resources)?

Your call; it can run on the same or separate server, on-premise or in your
cloud. Note that the closer DarkShield is to the AFP sources, intermediary
PDFs, and target folders in 1/0 and network terms, the faster the masking
jobs will run. As jobs are I/O bound, storage, disk, and bandwidth matter
more than RAM and CPU. Sufficient storage is needed for source AFP,
temporary PDF, and target AFP files. Intermediary files should be (and are
by default) destroyed in the process, or at the latest, upon job completion.
If running multiple jobs at the same time rather than sequentially, it may
make sense to spread the software installation to multiple nodes if they all
can access the source AFP files, in order to distribute the processing load.

Does the re-converted AFP file need to be stored to be read or is it
only available in real-time?

Once re-converted to AFP, its being written (persisted) to the masked file
target folder specified in the program calling DarkShield. Note that the

masked PDF file can also be saved, as can XML et al. (ﬁ IRI

Total Data Management
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IRI DarkShield

DarkShield Search & Remediate Analysis

& -

Audit

EML (eml) Excel (xds) Excel XML {xisx) OST (ost) Filetype Total

.
Easily query, analyze, and

15 files (4.50%) 35 files (10.51%) 35 files (10.51%) 12 files (3.60%) EML (emi) 10 (66.67%) 5 (33.33%) 15 (100%)
format the results of search — = ot isuzoo oo aaow

i P 30 (8571%) 5(1429%)
. 20 files (6.01%) 5 files (150%) ppt 62 files (18.62%) e T S G

20 fles (6.01%) ;
and mask operation throug me demEm i
Rich Text (rtf) Text (xt) Word (doc) Word XML (docx) PowerPoint (ppt) 2(4000%) 3(60.00%) 5(100%)
. . . 10 files (3.00%) 4files (120%) 30 files (9.01%) 20 files (6.01%) PowerPoint XML (ppt) 0 (0.00%) 20 (100.00%) 20 (100%)
built-in reports and this — s SN [
XML (oaml) JSON (json) ‘ TR Deselect Rich Text (rtf) 10 (100.00%) 0(0.00%) 10 (100%)

15 files (4.50%) 50 files (15.02%) Text (i) 4(100.00%) 0(0.00%) 4(100%)

graphical display. i e -

Or, export DarkShield log
data for visualizations in BI
tools like DataDog, or

to SIEM environments like
Splunk ES, shown here.

It is also then possible to
take actions through the

Splunk Adaptive Response |
Framework or a Splunk ' '
Phantom playbook.

it



https://www.iri.com/blog/data-protection/darkshield-splunk-es/
https://www.iri.com/blog/data-protection/darkshield-alerts-from-splunk/
https://www.iri.com/blog/data-protection/splunk-phantom-playbook-masking/

DarkShield Benefits

1.

o &

© XN

Combines PII discovery, delivery, deletion, and reporting in multiple unstructured source
formats into one or more ergonomic operations

Allows pattern reuse and stacked search methods for easier and more accurate results
Consolidates multiple right to be forgotten and data portability requests into the same
find/fix operation through literal names or lookup-file matches

Supports multiple drives, nodes, and threads for searching and masking work

Can operates in the same Eclipse job design and metadata environment, IRl
Workbench, with related data governance and management activities or via OpenAPI
Features affordable licensing options (standalone, bundled, or free in Voracity)
Compatibility with IRI FieldShield and CellShield data masking functions

Parameter serialization and modeling for easy job modification and batch execution
Integration with IRI RowGen to synthesize and insert test data into images, docs, etc.

Development Roadmap

More unstructured format support, including A/V and proprietary/packaged apps
Additional ergonomic convergence with structured and embedded data sources

Plug-in integration with more SIEM tools beyond Datadog, Splunk ES, and

Phantom Playbooks which are now supported, like IBM QRadar and SolarWinds
Retrofitting new API features into IRl Workbench wizards @ I R ’

Total Data Management
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https://www.iri.com/blog/test-data/generating-test-data-in-pdf-and-images/

Pll / PHI Classification & Masking

((: IRI FieldShield

IRI Data Protector Suite



IR| FieldShield

Sensitive Data Classification and Search Wizards

To facilitate data masking, IRI FieldShield includes: Pl definition (cataloging through data
classes); discovery through string (literal or dictionary), pattern, and fuzzy-logic searches;
statistical reporting; and, automatic metadata creation.

Fit-for-purpose GUI wizards deliver:

;m em— = e DB and file data classification, with

Cennection profile:

B e— search and masking rule matchers

L o e DB profiling, ERDs, and table searches

Tl

e Flat-file profiling and value searches

it
Er§§§§§§

i1t

e Data class searches through schema

[Lengthsl

3
i

and directories for bulk discovery

mmmmm

e Metadata discovery and definition

e Dark data search and structuring, with

metadata reporting (see DarkShield)

CIRI

Total Data Management




IR| FieldShield

Search Result Reports, Dashboards & Exports

In addition to report-formatted and machine-readable outputs from PIl search operations in
IRI Workbench, FieldShield users can also see details at a glance in digital displays, or feed
that data to tools like Splunk Enterprise Security and Datadog for analytics and action-taking:

Count Measurements

Number of Companies 3
15
N
M
w
3

CIRI

Total Data Management
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Multiple Masking Job Design Options

IRl FieldShield and other Voracity data
masking, cleansing, transformation,
migration, reporting, and wrangling jobs
can be created and run inside or outside
of IRl Workbench.

b d . h d d ) d (D workspace2 - IRl Development - FACT_CoSort_Oracle_ETL/ETL/orders_sorted:scl - IRl Workbench - CAIRNCoSort9S\workbench\workspace2 - o X
.
JO eS|gn n |et odas su pporte Insiae: File Edit Navigate Search Project Run Window Help
N RV SSSD- -6 B Y- B -, L iH-0-Q-id (Quickaccess || 5 | (@& %3
[ Project Explorer 52 =l = O |[BE outline 52 | e EER
. . B % || & "FACT ETL Transform Mapping Diagram 93 | &) orders_sorted.scl 52 ||| v i Model A®
1) Jobcreation wizards ) 8 Coton W pnivos o | o5 g - < r 191 o w |G| 8 eeres s by o e il oot G for || b Comnen s
3 @ CoSort_CDC_Report [workbe = e e as— # replication/archive, detail and summary reports, and SQL*Loader. B Job Control Section
’ £ CDC§ Q-
» (¢ Dark_Data _Discovery [workh =" "IheQDo .4 ) @ w N 5> & CoSort >
2) Col ded job [ Zommmon — e arrders.dit e e
olor-code SyntaX-awa re jO > & DBSystel-JSON A & Mapping ... © - : N7 Uinda fypeng 2 ool ot
v (& > FACT_CoSort_Oracle ETL | 7 | £°Mapping T /soRT # Action secti Revert File Edit Sources...
> Gy ddf @ mLapuenc s Connection || @  /KEV=(EMPLOYEE) Save Ctri+s Edit Pre-Action...
. . . o ot o /KEY=(CUSTOMER) : P
SCri pt edltor Wlth Outl Ine . ¥ e s Gipt o _ e Dettaraon = Add/Edit Named Conditions...
> 4 orders sorted.sc e & ovse = JOUTFILE=..\TargetFiles\ordersl.csv # Archive copy| 3 5 Add Include/Omit...
Lg orders.ctl SR S /SPECIFICATION=..\ddf\orders.ddf  # Source data Cuckouing CUEEO .
. > B ordersiini 3 frocess RECORD & File - Open With > Add External Field...
3) Form Ed Itors |y orderslog e @NosaL & /WT;;‘L;;;;\Tarseﬂ‘ﬂes\ﬂrf"ﬂ-ﬂut # Employee/fre Showln AltsShift=W > Add Xdef...
wing EE”:”"ETL'!’“ @ URL /FIELD=(EMPLOYEE, POSITION=17,SIZE=20) = R Edit Targets...
5 . /DATA="--->" v
. . v T FACT_ETL Job.flow Vsrgefilstorders3.out ea"“:“g‘ /FIELD=(total_emp, POSITION=42,SIZE=10, PRECISION= Copy Ctrl+C i
4) Gra phlcal pa ra meters Dlalogs v [ Batch: FACT_ETL. % — /FIELD=(star, POSITION=55,IF total_emp GT 10000 TH Pats v Export Fields to CSV...
& FACT ETL Flov & & Transfor... © /SUM total_emp FROM FREIGHT BREAK EMPLOYEE Export Filds to DDL..
2 %, Flowlet: FACT, GoPreAction || "o JOUTFILE-..\TargetFiles\ordersi.out  # Employee sup o One Genenate Database Loader File...
5) Mapping Diagra ms > (i LogFiles e WHERE EMPLOYEE CT *Nancy” Quick Fix Ctrl+1 o Cenrovi
> Gy setup = ! 22 iy 5 reate Flow from Script
> iy TargetFiles F e st SOV CT e @ Join tal_freight, POSITION=57, SIZE=8, PRECIS #  Apply Field Rules to Script...
@ Notes.htm X som tas gt 75 Merge /DATA="\n Find References Ctrl+Shift+G
5 [ > representations.aird Bl Process RECORD /SUM total_freight FROM FREIGHT BREAK CUSTOMER . Summary on Field FREIGHT
M CACT Mdehi Talin Domem fo M Report = g [&5 Add to Snippets... .\TargetFiles\orders3.out
< o = JOUTFILE=..\TargetFiles\orders3.out # Employee tot # Comment
. . . L) > Run As "
Job design methods supported outside:  [#ossouccseo. = = o __— i) ! B e 0
BG|[El < dl B 3 e 2 Validate ~ Y
Pr— Boumpt © & total freig
. - O s kanc by /FIELD=(total_emp, POSITION=56,SIZE=10, PRECISION= o s [ /DATA="n"
6) DataSwitch No-Code Web A : : e e 5 Sy on el REGHT
> & Database Connections /SUM total_emp FROM FREIGHT Compare With 5 ummary, on Fiel
> (= ODA Data Sources 8 File /DATA="\n" ) .\TargetFiles\orders3.out
Replace With > :
Section Options @ NosaL .\TargetFiles\orders3.out
0 . S 2 Ircluce where BARLOYEE CT Te C nt
7) erwin M apping Mana ger FTE— b ooy QurL S /OUTFILE=. \TargetFiles\orders3.out  # Employee detl __'roorences o T e
RemoteSysteims ‘  Reedrnd @ Message /INCLUDE WHERE EMPLOYEE CT “Nancy” -4 e
L8| el —— mY JETEIN=(EMDI OVEE  BOSTTTONZ1 ST7E=70\ v & EMPLOYEE v
S INES TS i < > i < > < >
8) Value Labs Test Data Hub o & PACTETLFowDigam 52| =5
> " Local Files aSvigvili- At @I RMX% B/ A ARSI -BC 3 <5 Palette b
. = Local Shells - D INCECT=ES
9) Any external text editor ¥ A maiicom e e
5> %y Sftp Files —_—
> B Shell Processes e 5 5 UE°""EG‘°" <
5 Shells =
10) 3GL app (system or API calls el : W
y Writable | Insert 14:21 $




And Multiple Job Deployment Options

1)
2)

4)

5)

6)

7)

8)

9)
10)

4GL scripts on the command line or in batch

From 3rd party automation tools like
Stonebranch UAC, cron, etc.

Directly from KNIME in Eclipse, or a Splunk
add-on app, as you report or index

Some jobs run without code changes in
Hadoop via MR2, Spark, Spark Stream, Storm
or Tez —

Use graphical run configuration dialogs or the
built-in task scheduler to launch local, remote,
or HDFS jobs from IRl Workbench

System or API calls from 3GL programs or web
services

Value Labs Test Data Hub, Cigniti Blueswan
TDM, GitLab, Azure DevOps, Amazon
CodePipeline, and Jenkins CI/CD

Actifio, Commvault & Windocks cloning tools
for virtualized DB images / containers

DataSwitch no-code data engineering app

IRI Ripcurrent facility in Voracity for real-time,
incremental DB mask/refresh ops upon source
table inserts, updates, or deletes

o RI D Transform Mapping Diagram - IRl Workbench - o IEN
Fle Edt Dogam Navgate Search Project Bun Window Help
Fe BEEM P g /R RSSO qees [o@
a O personsiinformato 20 & Transform Mapging Disgram | =n
B v g v i Palette
gt Dats Acson Outpat Data RRRG-2-
d  SEEEEEEE o female personal Nt encryping & Mapping Con..
L 2 MAGK CREDF CARDASCH P Mapping
H—-+ 0 sormalen tast CAOAKI D+ o NG, DR LICASC Connectien
| j\ & mput
B “\“ 9 o08c
W Section Options FTT—
| 13 Precess DELMTED 2 Tranfosm Ac.
z 7 \ W nchde whers GEOERE20 prokction
Create, manage, and run configuations T - 4 \ {0 Prosction
13 Prosess CALMTED B \ £c
Al persone fo —_— e
ﬂ \ male_penanal_into_enaypled 2 Fied Ogtions.
| We \
I+ G M oneoe camascs iy 3 Aggregstion
FEX ER- : Yt G evcomvicascine ot
| Mame: | Hadoop_demo B ipdsense,
type fitertext 4 Main (25 Section Optem
1l on Hadoo ) : ?: Conditn
s monoy a | _—Map once, deploy anywhere| ... -
1! chiefsFrame e ep/HadoopDemo. Rhitesinclade
1 chiefsMaskCom; [ Brocess CELMTED Sy
2 Working deectory:  /user/yava/demo/ ¥ nchewhere CRDEREQ 1 i
o decaes25h 4 # oosc
o1 dechpaes2Saioh Engines -
A ot dectpaesdSbascii ® Map Reduce 2 Ao,
o delim (
2 consc ¢ ’ ) Spark 20
o delimited jn O Sk Srese
2 « deimTsh Otom - emo |
Ole $ud | 4 (5 temo A Nome See Modfied
L/ " wéy Typted
il
[ Tpersendlinformation ‘\k‘*w _ f s (2 mule_personal_info_encrypted
picions) (& female pessondl_nfo_encrypted iy
presOut B perserilintcernanion
prees rood ® persenallnformation?

SuqveZ= Y8k

male pessonal_info_encrypted/hgrd247-00000

1 Cody Blagg
>  Gorden Cade

Jacob Blagy

QurwQEcT IN-ck* 18 ¥eenan Ross

Update ‘

Delete

Insert .

-.MSSQL ‘ ¥

& mae_personalinfo_encrypted purchases

o
]
o

Nemale perionsl info_escrypted/herid241-00000

e Lecnte

IRI Ripcurrent

=
. Oracle

B vs sa

X ==

. MySQL

. Oracle

!ostgreSQL

W

SOURCE

TARGET
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IR| FieldShield

Re-ID Risk Determination

x New Re-ID Risk Scoring

Attributes b
Select the type of each attribute.

Type
‘Quasi-dentifying

Name

sex
lage ___________[Quasiidentifying ()
race [Insensitive
marital-status 1Sensitive
education - Quasi-identifying N
native-country Identifying [E Problems [ Properties " Scheduler 4 Quasi-identifiers | & Risk Score 1%
workclass ‘Insensitive Estimated Prosecutor Risk
occupation ‘Insensitive 0 ® 50 0
salary-class ‘Sensitive 1o oo Dl o0
. J 5
100%
@ <Back Next > Cancel
15000

»

f;

g

& 10000

N

2

£

= 5000

e IRl risk scoring wizard produces

US HIPAA and FERPA regulations
require that patient and student data
sets used in research or marketing
have a statistically certified “very
small” chance of being re-identifiable.

i 3 =i s

Estimated Marketer Risk

Estimated Journalist Risk

Equivalence Class Chart

°

re-1D probability scores in 3 modes
e Analyzes quasi-identifiers with

multiple, peer-reviewed functions
e Detail and graphed scoring reports

12 % 4.5 67 0 9 1NN 12213 M1 617 N 9 202 23033V W WBRNS N TS

Equivalence classes

CIRI
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Query-Ready XML Audit Log

@ oemu (6200) - O X

MR dEe@-P-6-B-9-B- h-2 BB -0-Qif-if e Quick Access = | [ &0 i

p k%‘ Offline_DB_Reorg 77 repo

3 Lr_% RowGen_Test_DB_Data 45 repo
[ &;ﬁ RowGen_Test_File_Data 69 repo
b k_—t—f SCD 82 repo

17 <ReturnCode>@</ReturnCode>

18 <ErrorMessage>normal return</ErrorMessage>
19 <RecordsProcessed>18</RecordsProcessed>

20 <Script>

[e] ReturnCode
[€] ErrorMessage

(F Project Explorer bR g Y= 0) = 7
I(B map_namel.set 3 2 '- FSlog.xml 52 % w FSlog.xml 53 B
"3 name_mat)ch.sd:; 1<?xml version="1.0" encoding="UTF-8" standalone="yes"?> - | mEY
£ password 3 2 <AuditTrail> = L
l¢f) patient_dec.scl 3 3 <AuditRecord> Node Content =
le}) patient_enc.scl 33 4 <Product>CoSort</Product> [e] VersionTag R95140416-1006 B
l¢) patient_record.ddf 3 2<zer5f°n_>r9'ségéixg;;;°;;% IversionT [e] Serial 99999.demo !;E_]
% <VersionTag> = </VersionTag> ; - :
[, FS-Tables.SQL 10 7 <Serial>99999.demo</Serial> [e] OperatingSystem Windows 7 :
@ Notes.html 10 8 <OperatingSystem>Windows 7</OperatingSystem> [e] User IRIDEMO :
|5 patient_record.data 3 9 <User>IRIDEMO</User> [€] Processld 3732 2
I} pr_metadata.ddf 10 B 12 <ProcessId>1396</ProcessId> [€] Terminal console ~.
b 25 Flow 66 repo ﬁ <;ermina1>co:s§17;/Terminal> [€] Program sortcl
= <Program>sortcl</Program> e
3 L?g JCL_SORT_ConverFSS r?po 13 <Command>/spec=patient_enc.scl </Command> [e] Comn.mnd /spec=patient_enc.scl A
b Lr_—E NextForm_Data_Migration 52 repo 14 <StartTime>2014-82-20 13:31:49</StartTime> [e] StartTime 2014-09-09 05:22:16 r
[ kﬁ NextForm_DB_Migration 9 repo 15 <EndTime>2014-02-20 13:31:54</EndTime> [e] EndTime 2014-09-08 05:22:17
b % NextForm_Multi_Table_Migration 21 rep|= 16 <RunTime>0@:88:05</RunTime> [€] RunTime 00:00:01

0
normal return

<

P k§ Telecom 78 repo
b T zSchema 12 repo =

| < m ] »

SR AT
4 [ Database Connections -
£ BIRT Classic Models Sample Databas| |
4 5 Oracle (Oracle v.0.2.0.2.0 - Productic| -
> @ XE 1
4 (= ODA Data Sources
(= Classic Models Inc. Sample Database
(= Excel Data Source
(= Flat File Data Source

(> Hive Data Source -
< | m | »

I8 Data Source Explorer 52\ = 8|

< ) Design ’ Source‘

El Console |E_1 Problems] = Properties 52\ \B SQL Results"| 7 Scheduler]

FSlog.xml - FieldShield_Table_File/scl

=

Resource  Property Value

T alnfo
derived false
editable true
last modified December 21, 2015 at 9:27:50 AM
linked false
location CAIRNCoSort95\workbench\workspace\FieldShield_Table_File\sc\FSlog.xml
name FSlog.xml
path /FieldShield_Table_File/scl/FSlog.xml
size 45,058 bytes

< m

[ FSlog.xml - FieldShield_Table_File/scl

_— = —
7 ¢cC B T

Tr




Dynamic Data Masking Options

Method Operation

ODBC Select / Update Apply FieldShield column masks to target (view) tables for specific users/rows

DB App Invocation Use .NET or Java SDK library functions or system-call job scripts on the fly

In-Situ Redaction User and SQL-specific full and partial column masking on query

Custom I/O Procedures  Drive real-time application data directly to/from FieldShield jobs in memory

Real-Time Processing Hadoop Spark and Storm processing of dynamic input streams (via Voracity VGrid)
Proxy-based New "JDBC SQL Trail" driver to intercept application queries with minimal impact
Governance Mode New runtime facility tied to RBAC/IAM infrastructure masks fields for some users

Encryption Key Management Options

oD~

Passphrase (key string) embedded in script, in clear or encrypted text

Passphrase string as environment variable

Passphrase string in (securable) key file

MFA, HSM/VM etc. via Azure Key Vault

Townsend Security Alliance Key Manager O IRI

Total Data Management



https://www.iri.com/blog/data-protection/fieldshield-azure-key-vault/
https://www.iri.com/blog/data-protection/fieldshield-encryption-alliance-key-manager/

FieldShield Job Script or
DarkShield API Calling Program

Azure Key Vault, Townsend
Alliance Key Manager, etc.

Obtain Encryption Passphrase

Original Encrypted
Masking Rule/Context Search Matcher/Context Data Data

IRI FieldShield

Pl / PHI Classification & Masking

IRI DarkShield

Unstructured Data Search & Security



IAM/RBAC Now & Later E——

Master [AM/Log Log File Tool/s
Policy File (Read, Report,
Form Editor Refer, Recommend)

Today, you can assign permissions via encryption 20 yuite & Enorype | R oo
keys for select decryption, and: to data (file) sources, . P Decrypt s Parse 8 LogFile
. . ] Policy File
IRI masking programs (sortcl.exe), and the scripts - /
they run (spec.fcl) in LUW file systems using central A 7 :
LDAP/AD settings. You can optionally control them Nev\;, .scl Script S'ubsez:l ‘ Active Directory
: : . 0 tion Po F
via Apache Directory Studio in IRI Workbench: (s creaion) 5,,e,,'t“éu,,d§,‘ Updates 1AM Model
Add build # to scripts +
109 @ @ @ 12151 51+ sy o — = 2 (Over)Write & Encrypt
[ RSO = 0|6 o T ; 3 '} Subset Policy File tied to script
> 1o [t o e =k * build # that pulls {data class)
o :::sznmn i:i’:::;" ovvcesd | \ info from Master Policy File A
) e o o—
@ New Batch Operation... hecName CN=dmegahan CN=Users OC = svdney.DC = atlas s ian OC w com.
% | | wwwroot Properties [ ]
T =5 e — Production (Remote) Server
.| X Delete Entry ® Z:e:;tl:;na::e\pm\wwwmu SCI
e nome e Job Script
o [l sortclg y sortcl (as was)
<" Reload Attributes and Children :S i 5 y l‘\ .
Probetits o 3 Excel Expon.. Pemissions for USR Mlow  Deny d ——A——————— be
;;I;ymml j = i j
Read & execut v
List folder contents v LY
Read v
Wite v
Open Connection ‘Fﬂﬁ./iw pex\ssions or advanced seftings. Decrypt 8 Honor
eam sbout access cortrol and pemissions ? ? Policy Files.
. Write & Encrypt

Log File

Soon, the IRI client/server governance system

illustrated on the right will all you to assign and | oont Fie
enforce RBACs to the same elements above, and ¥ (Encrypted) Log Eile
to more granular elements like field names (mapped b Sebeet <}“D (Encrypted)
from data classes), functions, and perhaps specific @ Policy File
data values (or ranges of values). e cotrEad)



https://www.iri.com/solutions/data-masking/static-data-masking/encrypt/key-management
https://www.iri.com/solutions/data-masking/static-data-masking/encrypt/key-management

Cloud Data & Systems Support

FieldShield can read/mask/write data in cloud DBs like
Oracle 19c, Snowflake, MS SQL in Azure, AWS Redshift,
etc. via JJODBC, plus URLs & message queues.
DarkShield supports files in S3, GCP and Azure Storage,
plus any RDB, 9 NoSQL DBs, and SMB-tied cloud drives
like Dropbox and Sharepoint. Both operate on-premise or
in the cloud, on bare metal shapes or VMs running
Windows, Linux or Unix.

4 (- Database Connections

E4 MySQL
4 ﬁj Snowflake (Snowﬂake V. 2.57.0.6.9))
[J snowflake
54 Oracle (Oracle v. 0.2.0.2.0 - 64bit Production)
ODA Data Sources

URL Connection Details

URL Connection Details

€3 Enter a name for the connection.

Name:

Scheme: [

ftp
hdfs

Port: http
kafka

moniodb

s3
Authentic: sftp

Host:

Add user name and password to connection string

User:

Password:

(@ workspace - IRl Development - IRl Workbenc! space Ty
File Edt Nevigete Sesrch Project Rum Window Help
(=82 QEsc@-F-é-8-

25 Project Explorer % =i =5
2 SCD [workbench-de 4 protectfcl | [5) quenylsal SQU Resuts 1
erna_P: kben =
% :—..,y- sttern_Search b X %M B
o @ Snowliake SK  C_CUSTOMER D C_SALUTATION C_FIRST_NAME C_LAST NAME C_EMAR_ADORESS CLASTRE *
4 (> metadata AAAAMMAAEGKNIEAA  Ms. Wendy Dion Wendy Daon@ HUSKeyLySmzQpl.. 452613
Jjobinfo ARAABALA] AA Mass NULL NULL Ruth Hurtado @vFdsHCrODA.com NULL
& TPCDS SFIOTCLC) ARAAMMAAGGKNIEAA M. Hesman Christie Herman Christie@fkcFet TQeom 452334
W iriLibrary.raes ARAAAAAAHGI Miss Keistina Hemandex Knstina. Hemande@V.com U299 E
o & protectrel ARAAMMARIGKNIEAA M. Michael Robinson Micheel Robinson@sDKvjfEFgedu 45430
‘ i Or. Timathy Bamow Timothy Barrow@BHEGEONSTHP.. 2452528
R Dats Source Explog AAAAAAAAKGKNEEAA M Scott NULL NuLL NuLL
AAAAMMAALGKNIEAA M. Rits Cuneingham Rita Cunningham@€TUBZAdOFTLe.. 2452399
AARAAARAMGKNIEAA  Mirs. Gina Russell G, Russell@n20b.com usu97
104734509 ALAAMLAANGKNE A Sir. Whitney. Henne Whitned@VVesiB edu. v g o
. m '
Total 11 records shown
[ iobinfo 52
© Console 2 |[£] Problems (7] Properties. T, Scheduler 9] Error Log | 5y Progress. | B =]

Stored Procedure  SortCL job: CAIRNworkspace\Seomflake\protectfcl
Tables C:\IRI\CoSort95\bin\sortcl /speceprotect.fcl -
[ CALL_CENTE!

= CATALOG £ 4774500 - wendy Chmielowiec Iqody . Fcdwd QU G bl.rws 2452635 L
B caTalocRE. || 77430 - Misty Icbf . MedgENCRkUbEC20bYOA. vice
1 ! 4774502 - Herman Crubsugh Thfnfx. Ndzeibfy@jelQvisil oyu 2452334
[ CATALOGS® 4774505 - Kristina Rozza Sbebjeyq. Cgolnhpraft. reu 2452399
4 ™ CUSTOMER ~ 4774504 - Michael Vandenbos Frxvage. UzcpvarofizTBwcXIVE spv 2452430
‘ m v | arrases - Timothy Salfer Fujvvvs . FabzvaPsLgdRxINEKIShpaQ. oug 2452528
o - | 4774306 o Scott Vasan
&£ Remote Systems O arzaser - Rits Weverks £grw. Dsdnesnoexfzh xDEBHNILY , hfd 2452399
£8 = | % <« A774308 - Gins Barnabe andagesIs 2452497
- e - o a774509 - = Pilarz 5z 2452527
h Local Flles 1| arrasie - Somanths Seinborn Tuf2300n . Anefoym§?332u. xob 2452459 .
T Local Shells ]l ¥

Displayed 35 of 35 results: 17 succeeded, 13 failed, 0 terminated, 0 waing, O criticed arror

B Q¢ m%]

3P
12-09-26

‘workspace-demos - IRI Development - Alex]/sort_speed2.scl - IRl Workbench - C:AIRNworkspace-demos.

File Edit Navigate Search Project Run Window Help

=R M A RE B EE B O SR R R
& Proj...

Quick Access |

= B ||B= outline 2
4 2 Model
# Comment
I Job Control Section

& Transform Mapping Diagram 52 |
G- Biv| S| O m et @

13 sort_speed2scl 53
154 Generated with IRI Workbench - New S ~

p @&
=

% S = i ‘reas- - dovidf ) 4 I Input Section
- 2013-05-24-10:21:45 4 7 "http://207.251.86.229/nyc-links-c
f (= Mapping ... | [@ Process: RECORD
2P Mapping 7 JINFILE="http://207.251.86.229/nyc-1in & LinkSpeedQuery
3] devices-by| } Soo s /PROCESS=RECORD @ metadata/speed.ddf
(5] devices-by) & Input /ALIAS=! Linkspeedeuew . Omit where DATAASOF LT "8/
4 Y Action Section
3] devices.cs) 8 obsC JOMIT WHERE DATAASOF L - = n
b @ finks_sort. = 4 Stream: true.
3] LinkSpeed = T ——ll] /sTREAN 4 [8 Output ection
o . 4 W stdout
5 G Pre Action @ Process: RECORD
> [ represental - 4 @ Outskip: 0

—
Field Opti..

ls] sample.cs\ 18 /F!ELD-(ID TYPE=ASCII, POSITION=1 ~
> B sort_speed |1 i 3 Agaregation P A " - ;
> i sort_speed = =
> 3 sort_speed| © Console 53 |[£] Problems| (7] Properties| & Scheduler OlntemalWemewser‘ | mB~8y=
> @ sort-devic) |||SortCL job: C: led\sort_speed2.scl
» @ > CoSort_Basi C:\IRI\cosort10@\bin\sortcl /spec=sort_speed2.scl
> @ > CoSort BIRT N . . .
= v e anh Status” DataAsOf” “1inkId" = B & yLine” = inelvls™  "Owner” "Transcom_id” "l
23 T "9/7/2018 11:24:18" "4616337" "40.74047,-74.009251 40.74137,-74.00893 40.7431706,-74.008591 40.7462304,-74.00797 40.74812,-74.0(
> @ 9/7/2018 4616323" .77158,-73.994441 40.7713004, -73.99455 40.77085,-73.99467 40.76997,-73.99481 40.7701604,-73.9%
> & 9/7/2018 .5256,-74.23039 40.52551,-74.23214 40.52539,-74.23344 40.52526,-74.23765 40.52493,-74.24395 40
> @ "9/7/2018 170631, -74.01501 40.705380,-74.01528 40.76496,-74.01546 40.70374,-74.01574001 40.70304,-74.015
. @Y 9/7/2018 .68036, -74.00441001 40.6822,-74.0057201 40.6837,-74.006440 40.68563,-74.00757 40.6941205,-74.0:
=] 9/7/2018 18271666, -73.84993 40.52771,-73.84671 40.8284165,-73.843471 40.82869,-73.84133 40.8287905,-73.1
QE““ "9/7/2018 8240706, -73.874311 40.8247,-73.86959 40.8251906,-73.86596 40.832536,-73.86426 40.52587,-73.859(
> G "9/7/2018 .8242005,-73.874361 40.8249804, -73.868411 40.8254,-73.865281 40.82591,-73.860311 40.8266906, -7
> e 9/7/2018 .79789,-73.91988 40.79771,-73.92004 40.79758,-73.92022 40.7974704,-73.92059 40.797501,-73.9210¢
> & 9/7/2018 .772251,-73.919891 40.77391,-73.9222 40.77474,-73.92301 40.77647,-73.92431 40.7783606,-73.92571
> &

+83037,-73.85062 40.82996, -73.849251 40.8204605,-73.847771 40.5290406, 7384645 40.8288104,-73
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Metadata Integrations

Voracity tooling consumes metadata from any structured source for data classification, profiling, search, de-ID, ETL etc.

FieldShield & RowGen job scripts also produce metadata for several DB load utilities in multi-DB masking & test data jobs.

Their data definition file metadata can also be exported (e.g. target field layouts) in CSV for catalog tools like Collibra.

DarkShield reads attribute metadata about source files, and produces artifactual metadata from its search and mask ops

and it can auto-forward or populate Splunk ES with that information for analysis, dashboarding, or adaptive responses.

MIMB, erwin, DataSwitch and ValueLabs TDH hub and feed FieldShield DDF and .FCL specs from external metadata:
Bridge Mapping

Meta Integration Repository (MIR) "IRI CoSORT SortCL Data Definition File™

Metamodel Metamodel Mapping Comments
(based on the OMG CWM standard) IriCoSort
Attribute [FIELD
Comment # Comments in the DDF file
Description # Comments in the DDF file
Name field name (if physical name is not specified)
PhysicalName field name e —— o &Y O

Position TR L) Export IRI Voracity Mapplng ==l & §i < ™
DataType Data Type name cowencre  baorceTaze hore seceCohmn Mare  Scece kource  Dacsencinde TagelYyden Togel Dvdcemacs Homw  Tapelabie Nzre  Togel Coavnscme  Tapr
Coheny Tolern Mare Coda
Z ok e Irvaiy Uaky
Length Field length
= il oL ~Lowlortony elteverpiey v - Avertaeizes AZurtarese AR oo ldirigelteTin? omTeriantay
Scale Field scale
1o 30 N
». XL~ Ll I st . Jel i !
= P 3 e st u 2 = Ariae ol s

All IRl metadata -- including data source/target layouts, job/task speci and batch files, worfklows and metamodels, discovery
configurations, search matchers and masking rules -- can also be team shared, secured and version controlled in Git et al

B Conscle | (2. Problems | T Properties &%) Git Repositories |8y Git Staging £2 = 1 |E Console |[2: Problems | [ Propesties ¥ Git Repositories |8y Git Staging £3 =

Filter file: P~ Filter f 2@ °
] NewRepo J NewRepo
Unstaged Changes (1) Commit Message & ? Unstaged Changes (0) Commit Message

i) > mortgage.scl - Basic Project/scl - Ychange /outfile header.
Staged Changes (0) Staged Changes (1) ~ \
i mortgage.scl - Basic Project/scl
S
[Commitand Push] [ ) Commit Commit and Push| [ ) Commit Total Data Management


https://www.iri.com/blog/iri/iri-workbench/introduction-metadata-management-hub/

IR| FieldShield

Key Differentiators

Developer Support

(@)

Version controls

Master data definition

Secure key management

Git project management (teaming)
SDK supports .NET and Java calls
Data profiling and metadata discovery
XML (and soon JSON) job logs, IAM

Price Performance

(@)

(@)

The data-centric security tool with:
=*» The most sources

=» The most protection functions
=*» The most target file formats

Fastest standalone protection software

One-Stop-Shop

o Integrated data classification & search

o Includes re-ID risk scoring for HIPAA

o Use w/Voracity ETL, migrate, cleanse

o Metadata-compatible with RowGen TDM

o Used in DB subsetting wizard

o Also works in Voracity Bl & KNIME jobs

o Runs w/Actifio DB clones, Splunk ES,
etc.

Ease-of-Use

o Familiar Eclipse GUI

o Self-documenting 4GL syntax

o Easy management and modification
of jobs/metadata

CIRI
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IR| FieldShield

Competitive Advantages

vs. IBM

(@]

(@]

(@]

o

FieldShield scripts simpler than Optim
interoperability model and
Javascript options

Seamless integration with more sources

More functions

Lower cost

vs. CA (Grid Tools)

o

Built-in CoSort engine makes FieldShield
faster than GT Fast Data Masking

Tight integration with data profiling, ETL,
data quality, and Bl operations

Multi-target/format options

Lower cost

Built-in re-ID risk determination wizard

vs. Oracle (click)

vs. Informatica

(@)

FieldShield DDM inclusive with product
(compared to Informatica’s upgrade)

More SDM protection functions

Integration with Eclipse and Excel

Access to 4GL scripts

Lower cost

vs. Imperva (Camouflage)

O

FieldShield has more masking and
encryption functions

Hash, decode, and pseudonymize
functions

Faster and more extensible in the IRI
Workbench IDE

Lower cost

CIRI
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https://docs.google.com/spreadsheets/d/1HFxpG8Dp9wnsV8UomF0F2e-OC-0LUGvYI6ZE-e5I4D4

L

Learn and Share

|IRI Data Masking Solutions |IRI Test Data Solutions

Data Masking How-to Articles Test Data How-to Articles
LinkedIn Data Masking Group LinkedIn Test Data Group
|IRI Mask/Test Tech Talk Videos Voracity Platform Resources

infl f J o ¥ CIRI
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https://www.iri.com/products/data-masking
https://www.iri.com/services/training/courseware#governance
https://www.linkedin.com/groups/4528678
https://www.linkedin.com/groups/4528720
https://www.facebook.com/IRI-The-CoSort-Company-183807705088238/?ref=page_internal
https://www.youtube.com/user/IRITheCosortCo
https://www.linkedin.com/company/iri-the-cosort-company
https://twitter.com/iri_cosort
https://www.iri.com
https://www.iri.com/services/training/courseware#TestData
https://www.iri.com/solutions/test-data
https://www.iri.com/products/voracity/resources
https://drive.google.com/drive/folders/1tFWycqi5r_BtX_9-edjJS5CpahuZ8dBP

